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Summary

CVE CVE-2012-1239

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-06 19:55:00 UTC

Updated 2012-04-09 04:00:00 UTC

Description The TopAccess web-based management interface on TOSHIBA TEC e-Studio multi-function peripheral (MFP) devices with firmware 30x through 302, 35x through 354, and 4xx through 421 allows remote attackers to bypass authentication and obtain administrative privileges via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Toshibatec E-studio-167 With Network Printer Kit - All All All

Hardware Toshibatec E-studio-167 With Network Printer Kit - All All All

Application Toshibatec E-studio-167 With Network Printer Kit Firmware t282cn0j421 All All All

Application Toshibatec E-studio-167 With Network Printer Kit Firmware t282cn0j421 All All All

Hardware Toshibatec E-studio-181 With Network Printer Kit - All All All

Hardware Toshibatec E-studio-181 With Network Printer Kit - All All All

Application Toshibatec E-studio-181 With Network Printer Kit Firmware t282cn0j421 All All All

Application Toshibatec E-studio-181 With Network Printer Kit Firmware t282cn0j421 All All All

Hardware Toshibatec E-studio-182 With Network Printer Kit - All All All

Hardware Toshibatec E-studio-182 With Network Printer Kit - All All All

Application Toshibatec E-studio-182 With Network Printer Kit Firmware t282cn0j421 All All All

Application Toshibatec E-studio-182 With Network Printer Kit Firmware t282cn0j421 All All All

Hardware Toshibatec E-studio-207 With Network Printer Kit - All All All

Hardware Toshibatec E-studio-207 With Network Printer Kit - All All All

Application Toshibatec E-studio-207 With Network Printer Kit Firmware t282cn0j421 All All All

Application Toshibatec E-studio-207 With Network Printer Kit Firmware t282cn0j421 All All All

Hardware Toshibatec E-studio-232 - All All All
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Hardware Toshibatec E-studio-232 - All All All

Hardware Toshibatec E-studio-232 - All All All

Application Toshibatec E-studio-232 Firmware t377sy0j354 All All All

Application Toshibatec E-studio-232 Firmware t377sy0j354 All All All

Hardware Toshibatec E-studio-2330c - All All All

Hardware Toshibatec E-studio-2330c - All All All

Application Toshibatec E-studio-2330c Firmware t450sy0j302 All All All

Application Toshibatec E-studio-2330c Firmware t450sy0j302 All All All

Hardware Toshibatec E-studio-2500c - All All All

Hardware Toshibatec E-studio-2500c - All All All

Application Toshibatec E-studio-2500c Firmware t380sy0j354 All All All

Application Toshibatec E-studio-2500c Firmware t380sy0j354 All All All

Hardware Toshibatec E-studio-255 - All All All

Hardware Toshibatec E-studio-255 - All All All

Hardware Toshibatec E-studio-255p - All All All

Hardware Toshibatec E-studio-255p - All All All

Application Toshibatec E-studio-255p Firmware t470sy0j302 All All All

Application Toshibatec E-studio-255p Firmware t470sy0j302 All All All

Application Toshibatec E-studio-255 Firmware t470sy0j302 All All All

Application Toshibatec E-studio-255 Firmware t470sy0j302 All All All
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Hardware Toshibatec E-studio-281c - All All All

Application Toshibatec E-studio-281c Firmware t410sy0j354 All All All

Application Toshibatec E-studio-281c Firmware t410sy0j354 All All All

Hardware Toshibatec E-studio-282 - All All All

Hardware Toshibatec E-studio-282 - All All All

Application Toshibatec E-studio-282 Firmware t377sy0j354 All All All

Application Toshibatec E-studio-282 Firmware t377sy0j354 All All All

Hardware Toshibatec E-studio-2830c - All All All

Hardware Toshibatec E-studio-2830c - All All All

Application Toshibatec E-studio-2830c Firmware t450sy0j302 All All All

Application Toshibatec E-studio-2830c Firmware t450sy0j302 All All All

Hardware Toshibatec E-studio-3500c - All All All

Hardware Toshibatec E-studio-3500c - All All All

Application Toshibatec E-studio-3500c Firmware t380sy0j354 All All All

Application Toshibatec E-studio-3500c Firmware t380sy0j354 All All All
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Hardware Toshibatec E-studio-352 - All All All

Hardware Toshibatec E-studio-352 - All All All

Hardware Toshibatec E-studio-3520c - All All All

Hardware Toshibatec E-studio-3520c - All All All

Application Toshibatec E-studio-3520c Firmware t450sy0j302 All All All

Application Toshibatec E-studio-3520c Firmware t450sy0j302 All All All

Application Toshibatec E-studio-352 Firmware t364sy0j354 All All All

Application Toshibatec E-studio-352 Firmware t364sy0j354 All All All
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Hardware Toshibatec E-studio-355 - All All All
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Application Toshibatec E-studio-355 Firmware t470sy0j302 All All All
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Application Toshibatec E-studio-4520c Firmware t450sy0j302 All All All

Application Toshibatec E-studio-4520c Firmware t450sy0j302 All All All

Application Toshibatec E-studio-452 Firmware t364sy0j354 All All All

Application Toshibatec E-studio-452 Firmware t364sy0j354 All All All

Hardware Toshibatec E-studio-455 - All All All

Hardware Toshibatec E-studio-455 - All All All
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Hardware Toshibatec E-studio-5520c - All All All
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Application Toshibatec E-studio-5520c Firmware t430sy0j302 All All All

Application Toshibatec E-studio-5520c Firmware t430sy0j302 All All All
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Application Toshibatec E-studio-600 Firmware t390sy0j354 All All All
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JVN#92830293: TOSHIBA TEC e-Studio series vulnerable to authentication bypass JVN jvn.jp

JVNDB-2012-000028 JVNDB jvndb.jvn.jp

東芝テック： 東芝テック製デジタル複合機の一部製品に搭載されたWebベース管理ユーティリティの脆弱性について CONFIRM www.toshibatec.co.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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