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Summary

CVE CVE-2012-1250

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-04 17:55:00 UTC

Updated 2022-02-25 18:40:00 UTC

Description Logitec LAN-W300N/R routers with firmware before 2.27 do not properly restrict login access, which allows remote attackers to obtain administrative privileges and modify settings via vectors related to PPPoE authentication.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Logitec Lan-w300n/r - All All All

Hardware Logitec Lan-w300n/rs - All All All

Application Logitec Lan-w300n/rs Firmware 1.17 All All All

Application Logitec Lan-w300n/rs Firmware 1.18 All All All

Application Logitec Lan-w300n/rs Firmware 2.10a All All All

Application Logitec Lan-w300n/rs Firmware All All All All

Hardware Logitec Lan-w300n/ru2 - All All All

Application Logitec Lan-w300n/ru2 Firmware 1.17 All All All

Application Logitec Lan-w300n/ru2 Firmware 1.18 All All All

Application Logitec Lan-w300n/ru2 Firmware 2.10a All All All

Application Logitec Lan-w300n/ru2 Firmware All All All All

Application Logitec Lan-w300n/r Firmware 1.17 All All All

Application Logitec Lan-w300n/r Firmware 1.18 All All All

Application Logitec Lan-w300n/r Firmware 2.10a All All All

Application Logitec Lan-w300n/r Firmware All All All All

Hardware Logitec Lan-w300n/r - All All All

Hardware Logitec Lan-w300n/r - All All All
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Hardware Logitec Lan-w300n/r - All All All

Hardware Logitec Lan-w300n/rs - All All All

Hardware Logitec Lan-w300n/rs - All All All

Application Logitec Lan-w300n/rs Firmware 1.17 All All All

Application Logitec Lan-w300n/rs Firmware 1.18 All All All

Application Logitec Lan-w300n/rs Firmware 2.10a All All All

Application Logitec Lan-w300n/rs Firmware 1.17 All All All

Application Logitec Lan-w300n/rs Firmware 1.18 All All All

Application Logitec Lan-w300n/rs Firmware 2.10a All All All

Application Logitec Lan-w300n/rs Firmware All All All All

Hardware Logitec Lan-w300n/ru2 - All All All

Hardware Logitec Lan-w300n/ru2 - All All All

Application Logitec Lan-w300n/ru2 Firmware 1.17 All All All

Application Logitec Lan-w300n/ru2 Firmware 1.18 All All All

Application Logitec Lan-w300n/ru2 Firmware 2.10a All All All

Application Logitec Lan-w300n/ru2 Firmware 1.17 All All All

Application Logitec Lan-w300n/ru2 Firmware 1.18 All All All

Application Logitec Lan-w300n/ru2 Firmware 2.10a All All All

Application Logitec Lan-w300n/ru2 Firmware All All All All

Application Logitec Lan-w300n/r Firmware 1.17 All All All

Application Logitec Lan-w300n/r Firmware 1.18 All All All

Application Logitec Lan-w300n/r Firmware 2.10a All All All

Application Logitec Lan-w300n/r Firmware 1.17 All All All

Application Logitec Lan-w300n/r Firmware 1.18 All All All

Application Logitec Lan-w300n/r Firmware 2.10a All All All

Application Logitec Lan-w300n/r Firmware All All All All

Hardware Logitech Lan-w300n/r - All All All

Hardware Logitech Lan-w300n/r - All All All

Hardware Logitech Lan-w300n/rs - All All All

Hardware Logitech Lan-w300n/rs - All All All

Application Logitech Lan-w300n/rs Firmware 1.17 All All All

Application Logitech Lan-w300n/rs Firmware 1.18 All All All

Application Logitech Lan-w300n/rs Firmware 2.10a All All All

Application Logitech Lan-w300n/rs Firmware All All All All

Hardware Logitech Lan-w300n/ru2 - All All All

Hardware Logitech Lan-w300n/ru2 - All All All
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Application Logitech Lan-w300n/ru2 Firmware All All All All

Application Logitech Lan-w300n/ru2 Firmware 1.17 All All All

Application Logitech Lan-w300n/ru2 Firmware 1.18 All All All

Application Logitech Lan-w300n/ru2 Firmware 2.10a All All All

Application Logitech Lan-w300n/ru2 Firmware All All All All

Application Logitech Lan-w300n/r Firmware 1.17 All All All

Application Logitech Lan-w300n/r Firmware 1.18 All All All

Application Logitech Lan-w300n/r Firmware 2.10a All All All

Application Logitech Lan-w300n/r Firmware All All All All

References

Reference Source Link Tags

JVNDB-2012-000051 JVNDB jvndb.jvn.jp

JVN#85934986: Logitec LAN-W300N/R series fails to restrict access permissions JVN jvn.jp

Logitec Multiple LAN-W300N Products Security Bypass Vulnerability BID www.securityfocus.com

www.logitec.co.jp/info/2012/0516.html CONFIRM www.logitec.co.jp Vendor Advisory

About Secunia Research | Flexera SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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