CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2012-1297

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2012-1297

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2012-03-19 18:55:00 UTC

2019-06-11 13:02:00 UTC

Multiple cross-site request forgery (CSRF) vulnerabilities in main.php in Contao (formerly TYPOIight) 2.11.0 and earlier allo

| 1|

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Contao Contao Cms 2.0 beta-rct All All
Contao Contao Cms 2.0 beta-rct All All
Contao Contao Cms 2.0 All All All
Contao Contao Cms 2.0 beta-rc2 All All
Contao Contao Cms 2.0 beta-rc3 All All
Contao Contao Cms 21.0 All All All
Contao Contao Cms 2.1.1 All All All
Contao Contao Cms 2.1.10 All All All
Contao Contao Cms 2.1.11 All All All
Contao Contao Cms 2112 All All All
Contao Contao Cms 2.1.13 All All All
Contao Contao Cms 21.14 All All All
Contao Contao Cms 2.1.15 All All All
Contao Contao Cms 2.1.16 All All All
Contao Contao Cms 2117 All All All
Contao Contao Cms 2.1.18 All All All
Contao Contao Cms 2.1.19 All All All
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Applicaton Lontao wonao ums z2.1.2 Al Al Al
Application Contao Contao Cms 2.7.3 All All All
Application Contao Contao Cms 2.7.4 All All All
Application Contao Contao Cms 275 All All All
Application Contao Contao Cms 2.7.6 All All All
Application Contao Contao Cms 2.7.7 All All All
Application Contao Contao Cms 2.8.0 All All All
Application Contao Contao Cms 2.8.0 rci All All
Application Contao Contao Cms 2.8.0 rc2 All All
Application Contao Contao Cms 2.8.1 All All All
Application Contao Contao Cms 2.8.2 All All All
Application Contao Contao Cms 2.8.3 All All All
Application Contao Contao Cms 2.8.4 All All All
Application Contao Contao Cms 29.0 All All All
Application Contao Contao Cms 2.9.0 betal All All
Application Contao Contao Cms 2.9.0 rci All All
Application Contao Contao Cms 2.9.1 All All All
Application Contao Contao Cms 292 All All All
Application Contao Contao Cms 293 All All All
Application Contao Contao Cms 294 All All All
Application Contao Contao Cms 2.9.5 All All All
Application Contao Contao Cms All All All All
Reference Source Link Tags
ContaoCMS (aka TYPOlIight) <= 2.11 CSRF (Delete Admin - Delete Atrticle) EXPLOIT-DB  www.exploit-db.com Explc
About Secunia Research | Flexera SECUNIA secunia.com Venc
ContaoCMS 2.11.0 Cross Site Request Forgery ~ Packet Storm MISC packetstormsecurity.org Explc
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Ivano Binetti: ContaoCMS (fka TYPOlight) 2.11 CSRF (Delete Admin- Delete Article) MISC ivanobinetti.blogspot.com
CVE Program record CVE.ORG WWWw.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/software/contao/contao_cms
http://www.exploit-db.com/exploits/18527
http://secunia.com/advisories/48180
http://packetstormsecurity.org/files/110214/ContaoCMS-2.11.0-Cross-Site-Request-Forgery.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/73479
http://ivanobinetti.blogspot.com/2012/02/contaocms-fka-typolight-211-csrf-delete.html
https://www.cve.org/CVERecord?id=CVE-2012-1297
https://nvd.nist.gov/vuln/detail/CVE-2012-1297
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