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Summary

CVE CVE-2012-1350

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-06 18:55:00 UTC

Updated 2012-08-06 18:55:00 UTC

Description Cisco IOS 12.3 and 12.4 on Aironet access points allows remote attackers to cause a denial of service (radio-interface input-queue hang) via IAPP 0x3281 packets, aka Bug ID CSCtc12426.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Aironet 1040 - All All All

Hardware Cisco Aironet 1040 - All All All

Hardware Cisco Aironet 1140 - All All All

Hardware Cisco Aironet 1140 - All All All

Hardware Cisco Aironet 1260 - All All All

Hardware Cisco Aironet 1260 - All All All

Hardware Cisco Aironet 3500 - All All All

Hardware Cisco Aironet 3500 - All All All

Hardware Cisco Aironet 3600 - All All All

Hardware Cisco Aironet 3600 - All All All

Hardware Cisco Aironet 600 Office Extend - All All All

Hardware Cisco Aironet 600 Office Extend - All All All

Hardware Cisco Aironet Ap1100 All All All All

Hardware Cisco Aironet Ap1100 All All All All

Hardware Cisco Aironet Ap1130ag All All All All

Hardware Cisco Aironet Ap1130ag All All All All

Hardware Cisco Aironet Ap1131 All All All All

https://cve.report/
https://cve.report/CVE-2012-1350/mitre
https://cve.report/CVE-2012-1350/nist
https://cve.report/CVE-2012-1350/cve_org
https://cve.report/CVE-2012-1350.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_1040
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_1040
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_1140
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_1140
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_1260
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_1260
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_3500
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_3500
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_3600
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_3600
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_600_office_extend
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_600_office_extend
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1100
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1100
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1130ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1130ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1131


Hardware Cisco Aironet Ap1131 All All All All

Hardware Cisco Aironet Ap1131 All All All All

Hardware Cisco Aironet Ap1200 All All All All

Hardware Cisco Aironet Ap1200 All All All All

Hardware Cisco Aironet Ap1230ag All All All All

Hardware Cisco Aironet Ap1230ag All All All All

Hardware Cisco Aironet Ap1240 All All All All

Hardware Cisco Aironet Ap1240 All All All All

Hardware Cisco Aironet Ap1240ag All All All All

Hardware Cisco Aironet Ap1240ag All All All All

Hardware Cisco Aironet Ap1300 All All All All

Hardware Cisco Aironet Ap1300 All All All All

Hardware Cisco Aironet Ap1400 All All All All

Hardware Cisco Aironet Ap1400 All All All All

Hardware Cisco Aironet Ap340 All All All All

Hardware Cisco Aironet Ap340 11.21 All All All

Hardware Cisco Aironet Ap340 All All All All

Hardware Cisco Aironet Ap340 11.21 All All All

Hardware Cisco Aironet Ap350 All All All All

Hardware Cisco Aironet Ap350 11.21 All All All

Hardware Cisco Aironet Ap350 All All All All

Hardware Cisco Aironet Ap350 11.21 All All All

Hardware Cisco Aironet Bridge 350 All All All All

Hardware Cisco Aironet Bridge 350 All All All All

Operating System Cisco Ios 12.3 All All All

Operating System Cisco Ios 12.3(10) All All All

Operating System Cisco Ios 12.3(10c) All All All

Operating System Cisco Ios 12.3(10d) All All All

Operating System Cisco Ios 12.3(10e) All All All

Operating System Cisco Ios 12.3(11) All All All

Operating System Cisco Ios 12.3(11)t All All All

Operating System Cisco Ios 12.3(11)t4 All All All

Operating System Cisco Ios 12.3(11)t5 All All All

Operating System Cisco Ios 12.3(11)t6 All All All

Operating System Cisco Ios 12.3(11)t8 All All All

Operating System Cisco Ios 12.3(11)t9 All All All
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Operating System Cisco Ios 12.3(11)xl All All All

Operating System Cisco Ios 12.3(11)xl3 All All All

Operating System Cisco Ios 12.3(11)yf All All All

Operating System Cisco Ios 12.3(11)yf2 All All All

Operating System Cisco Ios 12.3(11)yf3 All All All

Operating System Cisco Ios 12.3(11)yf4 All All All

Operating System Cisco Ios 12.3(11)yj All All All

Operating System Cisco Ios 12.3(11)yk All All All

Operating System Cisco Ios 12.3(11)yk1 All All All

Operating System Cisco Ios 12.3(11)yk2 All All All

Operating System Cisco Ios 12.3(11)yl All All All

Operating System Cisco Ios 12.3(11)yn All All All

Operating System Cisco Ios 12.3(11)yr All All All

Operating System Cisco Ios 12.3(11)ys All All All

Operating System Cisco Ios 12.3(11)ys1 All All All

Operating System Cisco Ios 12.3(11)yw All All All

Operating System Cisco Ios 12.3(12) All All All

Operating System Cisco Ios 12.3(12b) All All All

Operating System Cisco Ios 12.3(12e) All All All

Operating System Cisco Ios 12.3(13) All All All

Operating System Cisco Ios 12.3(13a) All All All

Operating System Cisco Ios 12.3(13a)bc All All All

Operating System Cisco Ios 12.3(13a)bc1 All All All

Operating System Cisco Ios 12.3(13b) All All All

Operating System Cisco Ios 12.3(14)t All All All

Operating System Cisco Ios 12.3(14)t2 All All All

Operating System Cisco Ios 12.3(14)t4 All All All

Operating System Cisco Ios 12.3(14)t5 All All All

Operating System Cisco Ios 12.3(14)ym4 All All All

Operating System Cisco Ios 12.3(14)yq All All All

Operating System Cisco Ios 12.3(14)yq1 All All All

Operating System Cisco Ios 12.3(14)yq3 All All All

Operating System Cisco Ios 12.3(14)yq4 All All All

Operating System Cisco Ios 12.3(14)yt All All All

Operating System Cisco Ios 12.3(14)yt1 All All All

Operating System Cisco Ios 12.3(14)yu All All All
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Operating System Cisco Ios 12.3(14)yu All All All

Operating System Cisco Ios 12.3(14)yu1 All All All

Operating System Cisco Ios 12.3(15) All All All

Operating System Cisco Ios 12.3(15b) All All All

Operating System Cisco Ios 12.3(16) All All All

Operating System Cisco Ios 12.3(1a) All All All

Operating System Cisco Ios 12.3(2)ja All All All

Operating System Cisco Ios 12.3(2)ja5 All All All

Operating System Cisco Ios 12.3(2)jk All All All

Operating System Cisco Ios 12.3(2)jk1 All All All

Operating System Cisco Ios 12.3(2)t3 All All All

Operating System Cisco Ios 12.3(2)t8 All All All

Operating System Cisco Ios 12.3(2)xa4 All All All

Operating System Cisco Ios 12.3(2)xa5 All All All

Operating System Cisco Ios 12.3(2)xc1 All All All

Operating System Cisco Ios 12.3(2)xc2 All All All

Operating System Cisco Ios 12.3(2)xc3 All All All

Operating System Cisco Ios 12.3(2)xc4 All All All

Operating System Cisco Ios 12.3(2)xe3 All All All

Operating System Cisco Ios 12.3(2)xe4 All All All

Operating System Cisco Ios 12.3(3e) All All All

Operating System Cisco Ios 12.3(3h) All All All

Operating System Cisco Ios 12.3(3i) All All All

Operating System Cisco Ios 12.3(4)eo1 All All All

Operating System Cisco Ios 12.3(4)ja All All All

Operating System Cisco Ios 12.3(4)ja1 All All All

Operating System Cisco Ios 12.3(4)t All All All

Operating System Cisco Ios 12.3(4)t1 All All All

Operating System Cisco Ios 12.3(4)t2 All All All

Operating System Cisco Ios 12.3(4)t3 All All All

Operating System Cisco Ios 12.3(4)t4 All All All

Operating System Cisco Ios 12.3(4)t8 All All All

Operating System Cisco Ios 12.3(4)tpc11a All All All

Operating System Cisco Ios 12.3(4)xd All All All

Operating System Cisco Ios 12.3(4)xd1 All All All

Operating System Cisco Ios 12.3(4)xd2 All All All
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Operating System Cisco Ios 12.3(4)xe4 All All All

Operating System Cisco Ios 12.3(4)xg1 All All All

Operating System Cisco Ios 12.3(4)xg2 All All All

Operating System Cisco Ios 12.3(4)xg4 All All All

Operating System Cisco Ios 12.3(4)xg5 All All All

Operating System Cisco Ios 12.3(4)xh All All All

Operating System Cisco Ios 12.3(4)xk All All All

Operating System Cisco Ios 12.3(4)xk1 All All All

Operating System Cisco Ios 12.3(4)xk3 All All All

Operating System Cisco Ios 12.3(4)xk4 All All All

Operating System Cisco Ios 12.3(4)xq All All All

Operating System Cisco Ios 12.3(4)xq1 All All All

Operating System Cisco Ios 12.3(5) All All All

Operating System Cisco Ios 12.3(5)b1 All All All

Operating System Cisco Ios 12.3(5a) All All All

Operating System Cisco Ios 12.3(5a)b All All All

Operating System Cisco Ios 12.3(5a)b2 All All All

Operating System Cisco Ios 12.3(5a)b5 All All All

Operating System Cisco Ios 12.3(5b) All All All

Operating System Cisco Ios 12.3(5c) All All All

Operating System Cisco Ios 12.3(5e) All All All

Operating System Cisco Ios 12.3(5f) All All All

Operating System Cisco Ios 12.3(6) All All All

Operating System Cisco Ios 12.3(6a) All All All

Operating System Cisco Ios 12.3(6d) All All All

Operating System Cisco Ios 12.3(6e) All All All

Operating System Cisco Ios 12.3(6f) All All All

Operating System Cisco Ios 12.3(7)ja All All All

Operating System Cisco Ios 12.3(7)ja1 All All All

Operating System Cisco Ios 12.3(7)jx All All All

Operating System Cisco Ios 12.3(7)t All All All

Operating System Cisco Ios 12.3(7)t10 All All All

Operating System Cisco Ios 12.3(7)t12 All All All

Operating System Cisco Ios 12.3(7)t4 All All All

Operating System Cisco Ios 12.3(7)t8 All All All
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Operating System Cisco Ios 12.3(7)t9 All All All

Operating System Cisco Ios 12.3(7)xi3 All All All

Operating System Cisco Ios 12.3(7)xi4 All All All

Operating System Cisco Ios 12.3(7)xi7 All All All

Operating System Cisco Ios 12.3(7)xr3 All All All

Operating System Cisco Ios 12.3(7)xr4 All All All

Operating System Cisco Ios 12.3(7)xr6 All All All

Operating System Cisco Ios 12.3(7.7) All All All

Operating System Cisco Ios 12.3(8)ja All All All

Operating System Cisco Ios 12.3(8)ja1 All All All

Operating System Cisco Ios 12.3(8)t11 All All All

Operating System Cisco Ios 12.3(8)t4 All All All

Operating System Cisco Ios 12.3(8)t7 All All All

Operating System Cisco Ios 12.3(8)t8 All All All

Operating System Cisco Ios 12.3(8)t9 All All All

Operating System Cisco Ios 12.3(8)xu2 All All All

Operating System Cisco Ios 12.3(8)xy4 All All All

Operating System Cisco Ios 12.3(8)xy5 All All All

Operating System Cisco Ios 12.3(8)xy6 All All All

Operating System Cisco Ios 12.3(8)ya1 All All All

Operating System Cisco Ios 12.3(8)yd All All All

Operating System Cisco Ios 12.3(8)yf All All All

Operating System Cisco Ios 12.3(8)yg All All All

Operating System Cisco Ios 12.3(8)yg1 All All All

Operating System Cisco Ios 12.3(8)yg2 All All All

Operating System Cisco Ios 12.3(8)yg3 All All All

Operating System Cisco Ios 12.3(8)yh All All All

Operating System Cisco Ios 12.3(8)yi All All All

Operating System Cisco Ios 12.3(8)yi1 All All All

Operating System Cisco Ios 12.3(8)yi3 All All All

Operating System Cisco Ios 12.3(9) All All All

Operating System Cisco Ios 12.3(9a)bc All All All

Operating System Cisco Ios 12.3(9a)bc2 All All All

Operating System Cisco Ios 12.3(9a)bc6 All All All

Operating System Cisco Ios 12.3(9a)bc7 All All All

Operating System Cisco Ios 12.3(9d) All All All
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Operating System Cisco Ios 12.3(9d) All All All

Operating System Cisco Ios 12.3(9e) All All All

Operating System Cisco Ios 12.3b All All All

Operating System Cisco Ios 12.3bc All All All

Operating System Cisco Ios 12.3bw All All All

Operating System Cisco Ios 12.3j All All All

Operating System Cisco Ios 12.3ja All All All

Operating System Cisco Ios 12.3jea All All All

Operating System Cisco Ios 12.3jeb All All All

Operating System Cisco Ios 12.3jec All All All

Operating System Cisco Ios 12.3jed All All All

Operating System Cisco Ios 12.3jk All All All

Operating System Cisco Ios 12.3jl All All All

Operating System Cisco Ios 12.3jx All All All

Operating System Cisco Ios 12.3t All All All

Operating System Cisco Ios 12.3tpc All All All

Operating System Cisco Ios 12.3va All All All

Operating System Cisco Ios 12.3xa All All All

Operating System Cisco Ios 12.3xb All All All

Operating System Cisco Ios 12.3xc All All All

Operating System Cisco Ios 12.3xd All All All

Operating System Cisco Ios 12.3xe All All All

Operating System Cisco Ios 12.3xf All All All

Operating System Cisco Ios 12.3xg All All All

Operating System Cisco Ios 12.3xh All All All

Operating System Cisco Ios 12.3xi All All All

Operating System Cisco Ios 12.3xj All All All

Operating System Cisco Ios 12.3xk All All All

Operating System Cisco Ios 12.3xl All All All

Operating System Cisco Ios 12.3xm All All All

Operating System Cisco Ios 12.3xn All All All

Operating System Cisco Ios 12.3xq All All All

Operating System Cisco Ios 12.3xr All All All

Operating System Cisco Ios 12.3xs All All All

Operating System Cisco Ios 12.3xt All All All

Operating System Cisco Ios 12.3xu All All All
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Operating System Cisco Ios 12.3xv All All All

Operating System Cisco Ios 12.3xw All All All

Operating System Cisco Ios 12.3xx All All All

Operating System Cisco Ios 12.3xy All All All

Operating System Cisco Ios 12.3xz All All All

Operating System Cisco Ios 12.3ya All All All

Operating System Cisco Ios 12.3yb All All All

Operating System Cisco Ios 12.3yc All All All

Operating System Cisco Ios 12.3yd All All All

Operating System Cisco Ios 12.3ye All All All

Operating System Cisco Ios 12.3yf All All All

Operating System Cisco Ios 12.3yg All All All

Operating System Cisco Ios 12.3yh All All All

Operating System Cisco Ios 12.3yi All All All

Operating System Cisco Ios 12.3yj All All All

Operating System Cisco Ios 12.3yk All All All

Operating System Cisco Ios 12.3yl All All All

Operating System Cisco Ios 12.3ym All All All

Operating System Cisco Ios 12.3yn All All All

Operating System Cisco Ios 12.3yq All All All

Operating System Cisco Ios 12.3yr All All All

Operating System Cisco Ios 12.3ys All All All

Operating System Cisco Ios 12.3yt All All All

Operating System Cisco Ios 12.3yu All All All

Operating System Cisco Ios 12.3yw All All All

Operating System Cisco Ios 12.3yx All All All

Operating System Cisco Ios 12.3yz All All All

Operating System Cisco Ios 12.3za All All All

Operating System Cisco Ios 12.3\(10c\) All All All

Operating System Cisco Ios 12.3\(10d\) All All All

Operating System Cisco Ios 12.3\(10e\) All All All

Operating System Cisco Ios 12.3\(10\) All All All

Operating System Cisco Ios 12.3\(11\) All All All

Operating System Cisco Ios 12.3\(11\)t All All All

Operating System Cisco Ios 12.3\(11\)t4 All All All
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Operating System Cisco Ios 12.3\(11\)t5 All All All

Operating System Cisco Ios 12.3\(11\)t6 All All All

Operating System Cisco Ios 12.3\(11\)t8 All All All

Operating System Cisco Ios 12.3\(11\)t9 All All All

Operating System Cisco Ios 12.3\(11\)xl All All All

Operating System Cisco Ios 12.3\(11\)xl3 All All All

Operating System Cisco Ios 12.3\(11\)yf All All All

Operating System Cisco Ios 12.3\(11\)yf2 All All All

Operating System Cisco Ios 12.3\(11\)yf3 All All All

Operating System Cisco Ios 12.3\(11\)yf4 All All All

Operating System Cisco Ios 12.3\(11\)yj All All All

Operating System Cisco Ios 12.3\(11\)yk All All All

Operating System Cisco Ios 12.3\(11\)yk1 All All All

Operating System Cisco Ios 12.3\(11\)yk2 All All All

Operating System Cisco Ios 12.3\(11\)yl All All All

Operating System Cisco Ios 12.3\(11\)yn All All All

Operating System Cisco Ios 12.3\(11\)yr All All All

Operating System Cisco Ios 12.3\(11\)ys All All All

Operating System Cisco Ios 12.3\(11\)ys1 All All All

Operating System Cisco Ios 12.3\(11\)yw All All All

Operating System Cisco Ios 12.3\(12b\) All All All

Operating System Cisco Ios 12.3\(12e\) All All All

Operating System Cisco Ios 12.3\(12\) All All All

Operating System Cisco Ios 12.3\(13a\) All All All

Operating System Cisco Ios 12.3\(13a\)bc All All All

Operating System Cisco Ios 12.3\(13a\)bc1 All All All

Operating System Cisco Ios 12.3\(13b\) All All All

Operating System Cisco Ios 12.3\(13\) All All All

Operating System Cisco Ios 12.3\(14\)t All All All

Operating System Cisco Ios 12.3\(14\)t2 All All All

Operating System Cisco Ios 12.3\(14\)t4 All All All

Operating System Cisco Ios 12.3\(14\)t5 All All All

Operating System Cisco Ios 12.3\(14\)ym4 All All All

Operating System Cisco Ios 12.3\(14\)yq All All All

Operating System Cisco Ios 12.3\(14\)yq1 All All All

Operating System Cisco Ios 12.3\(14\)yq3 All All All
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Operating System Cisco Ios 12.3\(14\)yq3 All All All

Operating System Cisco Ios 12.3\(14\)yq4 All All All

Operating System Cisco Ios 12.3\(14\)yt All All All

Operating System Cisco Ios 12.3\(14\)yt1 All All All

Operating System Cisco Ios 12.3\(14\)yu All All All

Operating System Cisco Ios 12.3\(14\)yu1 All All All

Operating System Cisco Ios 12.3\(15b\) All All All

Operating System Cisco Ios 12.3\(15\) All All All

Operating System Cisco Ios 12.3\(16\) All All All

Operating System Cisco Ios 12.3\(1a\) All All All

Operating System Cisco Ios 12.3\(2\)ja All All All

Operating System Cisco Ios 12.3\(2\)ja5 All All All

Operating System Cisco Ios 12.3\(2\)jk All All All

Operating System Cisco Ios 12.3\(2\)jk1 All All All

Operating System Cisco Ios 12.3\(2\)t3 All All All

Operating System Cisco Ios 12.3\(2\)t8 All All All

Operating System Cisco Ios 12.3\(2\)xa4 All All All

Operating System Cisco Ios 12.3\(2\)xa5 All All All

Operating System Cisco Ios 12.3\(2\)xc1 All All All

Operating System Cisco Ios 12.3\(2\)xc2 All All All

Operating System Cisco Ios 12.3\(2\)xc3 All All All

Operating System Cisco Ios 12.3\(2\)xc4 All All All

Operating System Cisco Ios 12.3\(2\)xe3 All All All

Operating System Cisco Ios 12.3\(2\)xe4 All All All

Operating System Cisco Ios 12.3\(3e\) All All All

Operating System Cisco Ios 12.3\(3h\) All All All

Operating System Cisco Ios 12.3\(3i\) All All All

Operating System Cisco Ios 12.3\(4\)eo1 All All All

Operating System Cisco Ios 12.3\(4\)ja All All All

Operating System Cisco Ios 12.3\(4\)ja1 All All All

Operating System Cisco Ios 12.3\(4\)t All All All

Operating System Cisco Ios 12.3\(4\)t1 All All All

Operating System Cisco Ios 12.3\(4\)t2 All All All

Operating System Cisco Ios 12.3\(4\)t3 All All All

Operating System Cisco Ios 12.3\(4\)t4 All All All

Operating System Cisco Ios 12.3\(4\)t8 All All All
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Operating System Cisco Ios 12.3\(4\)tpc11a All All All

Operating System Cisco Ios 12.3\(4\)xd All All All

Operating System Cisco Ios 12.3\(4\)xd1 All All All

Operating System Cisco Ios 12.3\(4\)xd2 All All All

Operating System Cisco Ios 12.3\(4\)xe4 All All All

Operating System Cisco Ios 12.3\(4\)xg1 All All All

Operating System Cisco Ios 12.3\(4\)xg2 All All All

Operating System Cisco Ios 12.3\(4\)xg4 All All All

Operating System Cisco Ios 12.3\(4\)xg5 All All All

Operating System Cisco Ios 12.3\(4\)xh All All All

Operating System Cisco Ios 12.3\(4\)xk All All All

Operating System Cisco Ios 12.3\(4\)xk1 All All All

Operating System Cisco Ios 12.3\(4\)xk3 All All All

Operating System Cisco Ios 12.3\(4\)xk4 All All All

Operating System Cisco Ios 12.3\(4\)xq All All All

Operating System Cisco Ios 12.3\(4\)xq1 All All All

Operating System Cisco Ios 12.3\(5a\) All All All

Operating System Cisco Ios 12.3\(5a\)b All All All

Operating System Cisco Ios 12.3\(5a\)b2 All All All

Operating System Cisco Ios 12.3\(5a\)b5 All All All

Operating System Cisco Ios 12.3\(5b\) All All All

Operating System Cisco Ios 12.3\(5c\) All All All

Operating System Cisco Ios 12.3\(5e\) All All All

Operating System Cisco Ios 12.3\(5f\) All All All

Operating System Cisco Ios 12.3\(5\) All All All

Operating System Cisco Ios 12.3\(5\)b1 All All All

Operating System Cisco Ios 12.3\(6a\) All All All

Operating System Cisco Ios 12.3\(6d\) All All All

Operating System Cisco Ios 12.3\(6e\) All All All

Operating System Cisco Ios 12.3\(6f\) All All All

Operating System Cisco Ios 12.3\(6\) All All All

Operating System Cisco Ios 12.3\(7.7\) All All All

Operating System Cisco Ios 12.3\(7\)ja All All All

Operating System Cisco Ios 12.3\(7\)ja1 All All All

Operating System Cisco Ios 12.3\(7\)jx All All All
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Operating System Cisco Ios 12.4\(7a\) All All All

Operating System Cisco Ios 12.4\(7\) All All All
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