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Summary

CVE CVE-2012-1454

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-21 10:11:00 UTC

Updated 2012-07-28 03:30:00 UTC

Description The ELF file parser in Dr.Web 5.0.2.03300, eSafe 7.0.17.0, McAfee Gateway (formerly Webwasher) 2010.1C, Rising Antivirus 22.83.00.03, Fortinet Antivirus 4.2.254.0, and Panda Antivirus 10.0.2.7 allows remote attackers to bypass malware detection via an ELF file with a modified ei_version field. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aladdin Esafe 7.0.17.0 All All All

Application Aladdin Esafe 7.0.17.0 All All All

Application Drweb Dr.web Antivirus 5.0.2.03300 All All All

Application Drweb Dr.web Antivirus 5.0.2.03300 All All All

Application Fortinet Fortinet Antivirus 4.2.254.0 All All All

Application Fortinet Fortinet Antivirus 4.2.254.0 All All All

Application Mcafee Gateway 2010.1c All All All

Application Mcafee Gateway 2010.1c All All All

Application Pandasecurity Panda Antivirus 10.0.2.7 All All All

Application Pandasecurity Panda Antivirus 10.0.2.7 All All All

Application Rising-global Rising Antivirus 22.83.00.03 All All All

Application Rising-global Rising Antivirus 22.83.00.03 All All All
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SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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