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CVE CVE-2012-1458
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-21 10:11:00 UTC
Updated 2018-01-18 02:29:00 UTC
Description The Microsoft CHM file parser in ClamAV 0.96.4 and Sophos Anti-Virus 4.61.0 allows remote attackers to bypass malware
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Clamav Clamav 0.96.4 All All All
Application Clamav Clamav 0.96.4 All All All
Application Sophos Sophos Anti-virus 4.61.0 All All All
Application Sophos Sophos Anti-virus 4.61.0 All All All
References
Reference Source Link Tags
Multiple AntiVirus Products CVE-2012-1458 CHM File Scan Evasion Vulnerability ~BID www.securityfocus.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
IEEE Symposium on Security and Privacy 2012 MISC www.ieee-security.org
[security-announce] openSUSE-SU-2012:0833-1: important: ClamAV: 0.97.5 u SUSE lists.opensuse.org
80474 OSVDB osvdb.org
80473 OSVDB osvdb.org
SecurityFocus BUGTRAQ  www.securityfocus.com
www.mandriva.com MANDRIVA  www.mandriva.com
CVE Program record CVE.ORG  www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov canonica
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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