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AVNACMAUNCNIPAN Certain versions of Ocportal from Ocportal contain the following
: vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in code_editor.php in
ocPortal before 7.1.6 allow remote attackers to inject arbitrary web
script or HTML via the (1) path or (2) line parameters.

CVE-2012-1470 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication
Vector Complexity

[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

File Not Found m illm MISC www.htbridge.com/advisory/HTB23078

www.htbridge.com
text/html
Not Archived

ocPortal 7.1.6 released — %t CONFIRM ocportal.com/site/news/view/new-releases/ocportal-7-1-6-

ocPortal.com text/html

released.htm
ocPortal security update — [ Patch |

ocPortal.com Vendor Advisory
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

cccccc

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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https://cve.report/
https://cve.report/CVE-2012-1470/mitre
https://cve.report/CVE-2012-1470/nist
https://cve.report/CVE-2012-1470/cve_org
https://cve.report/CVE-2012-1470.pdf
http://cve.report/software/ocportal/ocportal
http://cve.report/vendor/ocportal
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.htbridge.com/advisory/HTB23078
http://ocportal.com/site/news/view/new-releases/ocportal-7-1-6-released.htm
http://ocportal.com/site/news/view/ocportal-security-update.htm
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comment@cve.report.

There are currently no QIDs associated with this CVE
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kKK kKK,

cpe:2.3:a:ocportal:ocportal:4.2:rc2:*:*:*:*:*:*:
cpe:2.3:a:ocportal:ocportal:4.2:rc3:*:*:*:*:*:*:
cpe:2.3:a:ocportal:ocportal:4.2.1:*:*:****:*:
cpe:2.3:a:ocportal:ocportal:4.2.2:*:*:*:**:*:*:

aKLkak kKKK,

cpe:2.3:a:ocportal:ocportal:4.3:*:*:*:*:**:*:

Kk kKR k.

cpe:2.3:a:ocportal:ocportal:4.3:rc1:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:ocportal:ocportal:4.3:rc2:*:*:*:*:*:*:

cpe:2.3:a:ocportal:ocportal:4.3.1:*:*
cpe:2.3:a:ocportal:ocportal:4.3.2:*:* **:*
cpe:2.3:a:ocportal:ocportal:5.0:*:*:*:**:*:*:

cpe:2.3:a:ocportal:ocportal:5.0:rc1:*:*:**:*:*:

cpe:2.3:a:ocportal:ocportal:5.0.1:*:* %"

cpe:2.3:a:ocportal:ocportal:5.0.2:*:***:**:*:



cpe:2.3:a:ocportal:ocportal:6.0:*:*:*:":*:*:*:

ARk LK LKLk Lk,

cpe:2.3:a:ocportal:ocportal:6.0:rc3:*:*:*:*:*:*:

cpe:2.3:a:ocportal:ocportal:6.0.1:*:*:*:*:*:*:*:

akLk LKLk LK LKLk,

cpe:2.3:a:ocportal:ocportal:6.0.2:*:

cpe:2.3:a:ocportal:ocportal:6.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:ocportal:ocportal:6.1:*:*:*:*:*:*:*:

akLk kK kKK,

cpe:2.3:a:ocportal:ocportal:6.1.1:*:

cpe:2.3:a:ocportal:ocportal:7.0:*:*: " *::

cpe:2.3:a:ocportal:ocportal:7.0.1:*:*:***:*:*:

akLk kKK kK,

cpe:2.3:a:ocportal:ocportal:7.1:*:*:*:***::

cpe:2.3:a:ocportal:ocportal:7.1.1:* %%
cpe:2.3:a:ocportal:ocportal:7.1.2:*:****:*:*:
cpe:2.3:a:ocportal:ocportal:7.1.3: "
cpe:2.3:a:ocportal:ocportal:7.1.4:*
cpe:2.3:a:ocportal:ocportal:4.0:*:*:*:**:*:*:

cpe:2.3:a:ocportal:ocportal:4.0.1:*:*
cpe:2.3:a:ocportal:ocportal:4.0.2:*:*** "
cpe:2.3:a:ocportal:ocportal:4.0.3:*:***:**:*:
cpe:2.3:a:ocportal:ocportal:4.0.4:*:***:*
cpe:2.3:a:ocportal:ocportal:4.0.5:** %" *:*:

KKk akak kK,

cpe:2.3:a:ocportal:ocportal:4.1:*: ="

Kk kKK kK,

cpe:2.3:a:ocportal:ocportal:4.1.1:*:



cpe:2.3:a:ocportal:ocportal:4.1.2:* " "

cpe:2.3:a:ocportal:ocportal:4.1.3: " "

cpe:2.3:a:ocportal:ocportal:4.1.4:*:*:****:*:

cpe:2.3:a:ocportal:ocportal:4.1.5:%:*:***:*:*:

cpe:2.3:a:ocportal:ocportal:4.1.6:*:*:*:**:*:*:

cpe:2.3:a:ocportal:ocportal:4.1.8:*:*:***:*:*:

cpe:2.3:a:ocportal:ocportal:4.1.9:*:*:***:*:*:

cpe:2.3:a:ocportal:ocportal:4.2:*:*: " :*:*:

KKk kKK,

cpe:2.3:a:ocportal:ocportal:4.2:betat:*:*:*:*:*:*:

kKK kK,

cpe:2.3:a:ocportal:ocportal:4.2:beta2:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:ocportal:ocportal:4.2:rc1:*:*:*:*:*:*:

kKK KKk,

cpe:2.3:a:ocportal:ocportal:4.2:rc3:*:*:*:*:*:*:

cpe:2.3:a:ocportal:ocportal:4.2.1

cpe:2.3:a:ocportal:ocportal:4.2.2:*:* "

Kk ak kKKK,

cpe:2.3:a:ocportal:ocportal:4.3:*:*: "

Rk kKKK,

cpe:2.3:a:ocportal:ocportal:4.3:rc2:*:*:**:*:*:
cpe:2.3:a:ocportal:ocportal:4.3:rc3:*:*:**:*:*:
cpe:2.3:a:ocportal:ocportal:4.3.1:*:****
cpe:2.3:a:ocportal:ocportal:4.3.2:* " ** "
cpe:2.3:a:ocportal:ocportal:5.0:**:*:***:*:

cpe:2.3:a:ocportal:ocportal:5.0:rc1:*:*:**:*:*:

cpe:2.3:a:ocportal:ocportal:5.0.1:*:* % ":*:

cpe:2.3:a:ocportal:ocportal:5.0.2:*:*:*:*:*:":*:



ARk LKLk LK Lk,

cpe:2.3:a:ocportal:ocportal:6.0:rc1:*:*:*:*:*:*:

ARk LKLk LK Lk,

cpe:2.3:a:ocportal:ocportal:6.0:rc2:*:*:*:*:*:*:

kKKK LKk,

cpe:2.3:a:ocportal:ocportal:6.0:rc3:*:*:*:*:*:*:
cpe:2.3:a:ocportal:ocportal:6.0.1:*:*:*:**:*:*:
cpe:2.3:a:ocportal:ocportal:6.0.2:*:*:*:*:*:*:*:
cpe:2.3:a:ocportal:ocportal:6.0.3:*:*:*:*:*:*:*:

akakak kKKK,

cpe:2.3:a:ocportal:ocportal:6.1:*:*:*:*:*:*:*:

cpe:2.3:a:ocportal:ocportal:6.1.1:*: "

kKK KRk,

cpe:2.3:a:ocportal:ocportal:6.2:rc1:*:*:*:*:*:*:

kKKK kKK,

cpe:2.3:a:ocportal:ocportal:7.0:*:*: " :*:*:
cpe:2.3:a:ocportal:ocportal:7.0.1:*:****:*:*:

aKLakak kR kK,

cpe:2.3:a:ocportal:ocportal:7.1:*:*:*:*
cpe:2.3:a:ocportal:ocportal:7.1:betal:*:*:*:*:*:*:
cpe:2.3:a:ocportal:ocportal:7.1.1 %
cpe:2.3:a:ocportal:ocportal:7.1.2:** 7
cpe:2.3:a:ocportal:ocportal:7.1.3:**** "

Kk kKK kK,

cpe:2.3:a:ocportal:ocportal:7.1.4:*:

Lk kR Rk Rk k.

cpe:2.3:a:ocportal:ocportal:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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