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CVE CVE-2012-1499
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-11 10:39:00 UTC
Updated 2020-09-09 19:56:00 UTC
Description The JPEG 2000 codec (jp2.c) in OpendPEG before 1.5 allows remote attackers to execute arbitrary code via a crafted pale
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Uclouvain Openjpeg 1.3 All All All
Application Uclouvain Openjpeg 1.3 All All All
Application Uclouvain Openjpeg All All All All

References |
Reference

Microsoft Vulnerability Research Advisory MSVR12-004: JPEG 2000 Memory Overwrite Vulnerability in OpenJPEG Could Allow Arbitrary Cod
OpendPEG ".jpeg' File Remote Code Execution Vulnerability

[SECURITY] Fedora 16 Update: openjpeg-1.4-13.fc16

Gentoo Linux Documentation -- OpenJPEG: User-assisted execution of arbitrary code

Google Code Archive - Long-term storage for Google Code Project Hosting.

Bug 805912 — CVE-2012-1499 openjpeg: Out-of heap-based buffer write by processing palette information in certain JPEG 2000 images
Error 404 (Not Found)!!1

[SECURITY] Fedora 17 Update: openjpeg-1.4-13.fc17
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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