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AVNACHAUNCCICAC Certain versions of Javafx from Oracle contain the following
’ vulnerability:

Unspecified vulnerability in the JavaFX component in Oracle Java SE
JavaFX 2.2.4 and earlier allows remote attackers to affect
confidentiality, integrity, and availability via unknown vectors, a
different vulnerability than other CVEs listed in the February 2013
CPU. NOTE: the previous information is from the February 2013 CPU.
Oracle has not commented on claims from a third party that the issue is due to an invalid type
cast in the JSObject class.

CVE-2012-1543 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.6-HIGH
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Oracle Java Multiple Vulnerabilities | US-CERT CERT TA13-032A



https://cve.report/
https://cve.report/CVE-2012-1543/mitre
https://cve.report/CVE-2012-1543/nist
https://cve.report/CVE-2012-1543/cve_org
https://cve.report/CVE-2012-1543.pdf
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16673
http://www.kb.cert.org/vuls/id/858729
http://marc.info/?l=bugtraq&m=136733161405818&w=2
http://www.us-cert.gov/cas/techalerts/TA13-032A.html

text/html

Java CPU Feb 2013 O CONFIRM
www.oracle.com/technetwork/topics/security/javacpufeb2013-
1841061.html

Verisign is a global provider of domain name © IDEFENSE 20130201 Oracle Java SE JavaFx JSObject

registry services and internet infrastructure - Invalid Type Cast Vulnerability

Verisign

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Oracle Javafx 2.0 All All All
Application Oracle Javafx 2.0.2 All All All
Application Oracle Javafx 2.0.3 All All All
Application Oracle Javafx 2.1 All All All
Application Oracle Javafx 2.2 All All All
Application Oracle Javafx 223 All All All
Application Oracle Javafx 2.0 All All All
Application Oracle Javafx 2.0.2 All All All
Application Oracle Javafx 2.0.3 All All All
Application Oracle Javafx 21 All All All
Application Oracle Javafx 2.2 All All All
Application Oracle Javafx 2.2.3 All All All
Application Oracle Javafx All All All All

cpe:2.3:a:oracle:javafx:2.0:*: "

cpe:2.3:a:oracle:javafx:2.0.2:* """

cpe:2.3:a:oracle:javafx:2.0.3: """

cpe:2.3:a:oracle:javafx:2.1: " =

cpe:2.3:a:oracle:javafx:2.2: " "

cpe:2.3:a:oracle:javafx:2.2.3: "

dkakk ok akakk,

cpe:2.3:a:oracle:javafx:2.0: " "


http://www.oracle.com/technetwork/topics/security/javacpufeb2013-1841061.html
http://www.verisigninc.com/en_US/products-and-services/network-intelligence-availability/idefense/public-vulnerability-reports/articles/index.xhtml?id=1026
mailto:%20comment@cve.report
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx
http://cve.report/vendor/oracle
http://cve.report/software/oracle/javafx

cpe:2.3:a:oracle:javafx:2.0.2: "

cpe:2.3:a:oracle:javafx:2.0.3:*

cpe:2.3:a:oracle;javafx:2.1:

cpe:2.3:a:oracle;javafx:2.2: "

cpe:2.3:a:oracle;javafx:2.2.3:

cpe:2.3:a:oracle:;javafx: ™

No vendor comments have been submitted for this CVE
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