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Summary

CVE CVE-2012-1556

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-09-12 14:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Cross-site scripting (XSS) vulnerability in Synology Photo Station 5 for DiskStation Manager (DSM) 3.2-1955 allows remote attackers to inject arbitrary web script or HTML via the name parameter to photo/photo_one.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Synology Diskstation Manager 3.2-1955 All All All

Application Synology Diskstation Manager 3.2-1955 All All All

Application Synology Synology Photo Station 5 All All All

Application Synology Synology Photo Station 5 All All All

References

Reference Source Link Tags

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ archives.neohapsis.com Exploit

80034 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Synology Photo Station 'photo_one.php' Script Cross Site Scripting Vulnerability BID www.securityfocus.com

About Secunia Research | Flexera SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2012-1556/mitre
https://cve.report/CVE-2012-1556/nist
https://cve.report/CVE-2012-1556/cve_org
https://cve.report/api/cve/CVE-2012-1556.json
https://cve.report/CVE-2012-1556.pdf
http://cve.report/vendor/synology
http://cve.report/software/synology/diskstation_manager
http://cve.report/vendor/synology
http://cve.report/software/synology/diskstation_manager
http://cve.report/vendor/synology
http://cve.report/software/synology/synology_photo_station
http://cve.report/vendor/synology
http://cve.report/software/synology/synology_photo_station
http://archives.neohapsis.com/archives/bugtraq/2012-03/0045.html
http://osvdb.org/80034
https://exchange.xforce.ibmcloud.com/vulnerabilities/73976
http://www.securityfocus.com/bid/52416
http://secunia.com/advisories/48334
https://www.cve.org/CVERecord?id=CVE-2012-1556
https://nvd.nist.gov/vuln/detail/CVE-2012-1556


Synology Inc. 2014-09-16 Synology Inc. This vulnerability has been fixed in Photo Station 5.0, when it became a standalone package upon release of DSM 4.0. Synology NAS products running DSM 3.2 are eligible to upgrade to DSM 4.0. Synology strongly recommends any customers whose Synology NAS runs on DSM 3.2 to upgrade to DSM 4.0 or onward as well as update Photo Station to the latest version.

There are currently no legacy QID mappings associated with this CVE.
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