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AVLACMAUNCNIP/AN Certain versions of Fedora from Fedoraproject contain the following
’ vulnerability:

The ExecShield feature in a certain Red Hat patch for the Linux kernel
in Red Hat Enterprise Linux (RHEL) 5 and 6 and Fedora 15 and 16
does not properly handle use of many shared libraries by a 32-bit
executable file, which makes it easier for context-dependent attackers
to bypass the ASLR protection mechanism by leveraging a predictable
base address for one of these libraries.

CVE-2012-1568 has been assigned by & secalert@redhat.com to track the vulnerability
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Fedoraproject Fedora 15 All All All
System

Operating Fedoraproject Fedora 16 All All All
System

Operating Fedoraproject Fedora 15 All All All
System

Operating Fedoraproject Fedora 16 All All All
System

Operating Redhat Enterprise Linux 5 All All All
System

Operating Redhat Enterprise Linux 6.0 All All All
System

Operating Redhat Enterprise Linux 5 All All All
System

Operating Redhat Enterprise Linux 6.0 All All All
System

ARk koK kR k.

cpe:2.3:0:fedoraproject:fedora:15:*:*:*:*:**:*:

cpe:2.3:0:fedoraproject:fedora:16:*:*:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux:5:*: """


https://web.archive.org/web/2012/https://oss.oracle.com/git/?p=redpatch.git%253Ba=commit%253Bh=302a4fc15aebf202b6dffd6c804377c6058ee6e4
http://www.openwall.com/lists/oss-security/2012/03/20/4
mailto:%20comment@cve.report
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:*:*:*:*:™:
cpe:2.3:0:redhat:enterprise_linux:5:*:*:* "™

cpe:2.3:0:redhat:enterprise_linux:6.0:*:*:****:*:

No vendor comments have been submitted for this CVE
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