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CVE CVE-2012-1583
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-16 21:55:00 UTC
Updated 2023-02-13 00:24:00 UTC
Description Double free vulnerability in the xfrm6_tunnel_rcv function in net/ipv6/xfrm6_tunnel.c in the Linux kernel before 2.6.22, when

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.0 test1 All All
Operating System Linux Linux Kernel 2.6.0 test10 All All
Operating System Linux Linux Kernel 2.6.0 test11 All All
Operating System Linux Linux Kernel 2.6.0 test2 All All
Operating System Linux Linux Kernel 2.6.0 test3 All All
Operating System Linux Linux Kernel 2.6.0 test4 All All
Operating System Linux Linux Kernel 2.6.0 tests All All
Operating System Linux Linux Kernel 2.6.0 test6 All All
Operating System Linux Linux Kernel 2.6.0 test7 All All
Operating System Linux Linux Kernel 2.6.0 test8 All All
Operating System Linux Linux Kernel 2.6.0 test9 All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.1 rci All All
Operating System Linux Linux Kernel 2.6.1 rc2 All All
Operating System Linux Linux Kernel 2.6.1 rc3 All All
Operating System Linux Linux Kernel 2.6.10 All All All
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Operating System Linux Linux Kernel 2.6.21 rc4 All All

Operating System Linux Linux Kernel 2.6.21 rch All All

Operating System Linux Linux Kernel 2.6.21 rcé All All

Operating System Linux Linux Kernel 2.6.21 rc7 All All

Operating System Linux Linux Kernel 2.6.21.1 All All All

Operating System Linux Linux Kernel 2.6.21.2 All All All

Operating System Linux Linux Kernel 2.6.21.3 All All All

Operating System Linux Linux Kernel 2.6.21.4 All All All

Operating System Linux Linux Kernel 2.6.21.5 All All All

Operating System Linux Linux Kernel 2.6.21.6 All All All

Operating System Linux Linux Kernel All All All All

Reference Source Link
Linux Kernel 'xfrm6_tunnel_rcv()' Remote Denial of Service Vulnerability BID WWW.
Red Hat Customer Portal MISC acces
Linux Kernel Bug in xfrm6_tunnel Module Lets Remote Users Deny Service - Security Tracker SECTRACK  www.
Bug 752304 — CVE-2012-1583 kernel: ipv6: panic using raw sockets CONFIRM bugzi
access.redhat.com | CVE-2012-1583 MISC acces
Red Hat Customer Portal REDHAT rhn.re
404 Not Found CONFIRM ftp.os
'[security bulletin] HPSBMU02776 SSRT100852 rev.1 - HP Onboard Administrator (OA), Remote Unauthorize' - MARC HP marc.
kernel/git/torvalds/linux.git - Linux kernel source tree CONFIRM git.ke
[IPV6]: Fix slab corruption running ip6sic - torvalds/linux@d0772b7 - GitHub CONFIRM githut
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.ke
Red Hat Customer Portal MISC acces
Security Advisory SA48881 - Red Hat update for kernel - Secunia SECUNIA secur
CVE Program record CVE.ORG WWW.
NVD vulnerability detail NVD nvd.n
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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http://www.securityfocus.com/bid/53139
https://access.redhat.com/errata/RHSA-2012:0480
http://www.securitytracker.com/id?1026930
https://bugzilla.redhat.com/show_bug.cgi?id=752304
https://access.redhat.com/security/cve/CVE-2012-1583
http://rhn.redhat.com/errata/RHSA-2012-0488.html
http://ftp.osuosl.org/pub/linux/kernel/v2.6/ChangeLog-2.6.22
http://marc.info/?l=bugtraq&m=133951357207000&w=2
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=d0772b70faaf8e9f2013b6c4273d94d5eac8047a
https://github.com/torvalds/linux/commit/d0772b70faaf8e9f2013b6c4273d94d5eac8047a
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git%253Ba=commit%253Bh=d0772b70faaf8e9f2013b6c4273d94d5eac8047a
https://access.redhat.com/errata/RHSA-2012:0720
http://secunia.com/advisories/48881
https://www.cve.org/CVERecord?id=CVE-2012-1583
https://nvd.nist.gov/vuln/detail/CVE-2012-1583
http://cve.report/qid/591311
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