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CVE CVE-2012-1586
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-27 23:55:00 UTC
Updated 2012-08-28 04:00:00 UTC
Description mount.cifs in cifs-utils 2.6 allows local users to determine the existence of arbitrary files or directories via the file path in the

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Debian Cifs-utils 2.6 All All All

Application Debian Cifs-utils 2.6 All All All

Reference Source
Bug 8821 — mount.cifs arbitary file identification as root CONFIRM
[security-announce] SUSE-SU-2012:0575-1: important: Security update for SUSE
oss-security - Re: CVE id request: cifs-utils MLIST
oss-security - CVE id request: cifs-utils MLIST

#665923 - file enumeration vulnerability via mount.cifs due to early use of chdir() and error message - Debian Bug report logs ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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