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Certain versions of Struts from Apache contain the following
vulnerability:

A local code execution issue exists in Apache Struts2 when processing
malformed XSLT files, which could let a malicious user upload and
execute arbitrary files.
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CVSS2 Score: 6.5 - MEDIUM
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CVE References

Description Tags Link

oss-security - Re: CVE request: Struts2
xsltResult local code execution flaw

Mailing List

Third Party Advisory

www.openwall.com

 MISC www.openwall.com/lists/oss-security/2012/03/28/12

CVE-2012-1592 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  libstruts1.2-java - libstruts1.2-java version = 1.2-
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www.openwall.com

text/html

Pony Mail! lists.apache.org

text/html

 MLIST [struts-issues] 20200122 [jira] [Created] (WW-5055) Fix
for security vulnerability CVE-2012-1592 identified in the National
Vulnerability Database

807485 – (CVE-2012-1592) CVE-2012-
1592 struts2: xsltResult local code
execution flaw

Issue Tracking

Third Party Advisory

bugzilla.redhat.com

text/html

 MISC bugzilla.redhat.com/show_bug.cgi?id=CVE-2012-1592

Pony Mail! lists.apache.org

text/html

 MLIST [struts-issues] 20200903 [jira] [Commented] (WW-
5055) Fix for security vulnerability CVE-2012-1592 identified in
the National Vulnerability Database

CVE-2012-1592 Third Party Advisory

security-tracker.debian.org

text/html

 MISC security-tracker.debian.org/tracker/CVE-2012-1592

Pony Mail! lists.apache.org

text/html

 MLIST [struts-issues] 20200123 [jira] [Closed] (WW-5055) Fix
for security vulnerability CVE-2012-1592 identified in the National
Vulnerability Database

CVE-2012-1592 - Red Hat Customer Portal Third Party Advisory

access.redhat.com

text/html

 MISC access.redhat.com/security/cve/cve-2012-1592

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Struts 2.0.0 All All All

Application Apache Struts 2.0.0 All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

/r/digitalmunition
Apache Struts XSLT File Code Execution [CVE-2012-1592] https://t.co/Y5eZ4GFFLr 2019-12-08

11:44:22

cpe:2.3:a:apache:struts:2.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:struts:2.0.0:*:*:*:*:*:*:*:

https://lists.apache.org/thread.html/r348ed455a140273c40b974f0615dee692f7c9b26c6de2118b4280ef2@%253Cissues.struts.apache.org%253E
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2012-1592
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https://security-tracker.debian.org/tracker/CVE-2012-1592
https://lists.apache.org/thread.html/r93c4e3f6cb138cd117c739714f07e47af547183ba099ba46be2b2a5b@%253Cissues.struts.apache.org%253E
https://access.redhat.com/security/cve/cve-2012-1592
mailto:%20comment@cve.report
http://cve.report/vendor/apache
http://cve.report/software/apache/struts
http://cve.report/vendor/apache
http://cve.report/software/apache/struts
https://www.reddit.com/r/digitalmunition/comments/e7styv/apache_struts_xslt_file_code_execution/
https://cve.report/CVE-2012-1591
https://cve.report/CVE-2012-1593
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