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The mp2t_process_fragmented_payload function in epan/dissectors/packet-mp2t.c in the MP2T dissector in Wireshark 1.4.
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Wireshark Wireshark 1.4.0 All All All
Wireshark Wireshark 1.4.1 All All All
Wireshark Wireshark 1.4.10 All All All
Wireshark Wireshark 1.4.11 All All All
Wireshark Wireshark 1.4.2 All All All
Wireshark Wireshark 1.4.3 All All All
Wireshark Wireshark 1.4.4 All All All
Wireshark Wireshark 1.45 All All All
Wireshark Wireshark 1.4.6 All All All
Wireshark Wireshark 1.4.7 All All All
Wireshark Wireshark 1.4.8 All All All
Wireshark Wireshark 1.4.9 All All All
Wireshark Wireshark 1.6.0 All All All
Wireshark Wireshark 1.6.1 All All All
Wireshark Wireshark 1.6.2 All All All
Wireshark Wireshark 1.6.3 All All All
Wireshark Wireshark 1.6.4 All All All
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Application Wireshark Wireshark 1.6.5 All
Application Wireshark Wireshark 1.4.0 All
Application Wireshark Wireshark 1.41 All
Application Wireshark Wireshark 1.4.10 All
Application Wireshark Wireshark 1.4.11 All
Application Wireshark Wireshark 1.4.2 All
Application Wireshark Wireshark 1.4.3 All
Application Wireshark Wireshark 1.4.4 All
Application Wireshark Wireshark 1.4.5 All
Application Wireshark Wireshark 1.4.6 All
Application Wireshark Wireshark 1.4.7 All
Application Wireshark Wireshark 1.4.8 All
Application Wireshark Wireshark 1.4.9 All
Application Wireshark Wireshark 1.6.0 All
Application Wireshark Wireshark 1.6.1 All
Application Wireshark Wireshark 1.6.2 All
Application Wireshark Wireshark 1.6.3 All
Application Wireshark Wireshark 1.6.4 All
Application Wireshark Wireshark 1.6.5 All
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[Wireshark] Revision 41001

[SECURITY] Fedora 15 Update: wireshark-1.4.12-1.fc15
Repository / Oval Repository

Security Alerts - Secunia

6833 — Buildbot crash output: fuzz-2012-02-10-14752.pcap
Security Alerts - Secunia
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Wireshark ANSI A/IEEE 802.11/PCAP/MP2T Bugs Let Remote Users Deny Service - Security Tracker

Source

SECTRACK

BID

CONFIRM

FEDORA

OVAL

SECUNIA

CONFIRM

SECUNIA

SUSE

FEDORA

CONFIRM

XF

MLIST

Link
www.securitytracker.c
www.securityfocus.coi
anonsvn.wireshark.or¢
lists.fedoraproject.org
oval.cisecurity.org
secunia.com
bugs.wireshark.org
secunia.com
lists.opensuse.org
lists.fedoraproject.org
www.wireshark.org
exchange.xforce.ibmc

www.openwall.com


http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://www.securitytracker.com/id?1026874
http://www.securityfocus.com/bid/52736
http://anonsvn.wireshark.org/viewvc?view=revision&revision=41001
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/078769.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15194
http://secunia.com/advisories/48548
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=6833
http://secunia.com/advisories/48986
http://lists.opensuse.org/opensuse-updates/2012-04/msg00060.html
http://lists.fedoraproject.org/pipermail/package-announce/2012-April/078770.html
http://www.wireshark.org/security/wnpa-sec-2012-07.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/74363
http://www.openwall.com/lists/oss-security/2012/03/28/13

CVE Program record CVE.ORG WWwWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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