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Integer overflow in the GetEXIFProperty function in magick/property.c in ImageMagick before 6.7.6-4 allows remote attacke
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 11.04 All All All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 10.04 All All All
Canonical Ubuntu Linux 11.04 All All All
Canonical Ubuntu Linux 11.10 All All All
Canonical Ubuntu Linux 12.04 All All All
Debian Debian Linux 6.0 All All All
Debian Debian Linux 6.0 All All All
Imagemagick Imagemagick All All All All
Imagemagick Imagemagick All All All All
Opensuse Opensuse 11.4 All All All
Opensuse Opensuse 12.1 All All All
Opensuse Opensuse 11.4 All All All
Opensuse Opensuse 12.1 All All All
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oss-security - CVE-2012-1610 assignment notification: ImageMagick insufficient patch for CVE-2012-0259
About Secunia Research | Flexera

ImageMagick * View topic - ImageMagick Vulnerabilities

Security Alerts - Secunia

IBM X-Force Exchange

ImageMagick Multiple Denial of Service Vulnerabilities

openSUSE-SU-2012:0692-1: moderate: update for ImageMagick

Security Advisory SA55035 - Oracle Solaris ImageMagick Multiple Denial of Service Vulnerabilities - Secunia
Debian -- Security Information -- DSA-2462-2 imagemagick

81024

Security Alerts - Secunia

807993 — (CVE-2012-0259) CVE-2012-0259 ImageMagick: Out-of heap-based buffer read by processing crafted JPEG EXIF header tag value
USN-1435-1: ImageMagick vulnerabilities | Ubuntu
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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