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Summary

CVE CVE-2012-1614

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-04 20:55:01 UTC

Updated 2026-04-29 01:13:23 UTC

Description Coppermine Photo Gallery before 1.5.20 allows remote attackers to obtain sensitive information via (1) a direct request to plugins/visiblehookpoints/index.php, an invalid (2) page or (3) cat parameter to thumbnails.php, an invalid (4) page parameter to usermgr.php, or an invalid (5) newer_than or (6) older_than parameter to search.inc.php, which reveals the installation path in an error message.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-200 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Coppermine-gallery Coppermine Photo Gallery 1.0 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.0 rc3 All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

https://cve.report/
https://cve.report/CVE-2012-1614/mitre
https://cve.report/CVE-2012-1614/nist
https://cve.report/CVE-2012-1614/cve_org
https://cve.report/api/cve/CVE-2012-1614.json
https://cve.report/CVE-2012-1614.pdf
http://cve.report/vendor/coppermine-gallery
http://cve.report/software/coppermine-gallery/coppermine_photo_gallery


Application Coppermine-gallery Coppermine Photo Gallery 1.0 rc3 All All

Application Coppermine-gallery Coppermine Photo Gallery 1.1 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.1 beta_2 All All

Application Coppermine-gallery Coppermine Photo Gallery 1.1.0 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.2 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.2.0 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.2.0 rc2 All All

Application Coppermine-gallery Coppermine Photo Gallery 1.2.1 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.2.1 b All All

Application Coppermine-gallery Coppermine Photo Gallery 1.2.1 b-nuke All All

Application Coppermine-gallery Coppermine Photo Gallery 1.3.0 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.3.1 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.3.2 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.3.3 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.3.4 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.3.5 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4 beta All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.0 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.0 alpha All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.0 beta All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.1 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.1 beta All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.10 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.11 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.12 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.13 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.14 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.15 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.16 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.17 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.18 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.19 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.2 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.20 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.21 All All All
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Application Coppermine-gallery Coppermine Photo Gallery 1.4.21 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.22 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.23 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.24 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.25 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.26 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.27 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.3 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.4 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.5 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.6 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.7 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.8 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.4.9 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.1 alpha All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.10 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.12 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.14 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.16 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.2 beta All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.3 rc All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.4 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.6 All All All

Application Coppermine-gallery Coppermine Photo Gallery 1.5.8 All All All

Application Coppermine-gallery Coppermine Photo Gallery All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link

oss-security - CVE-request: Coppermine 1.5.18 waraxe-2012-SA#081 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

Coppermine Photo Gallery 'keywords' Field HTML Injection Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus.com

Coppermine 1.5.18 Multiple Vulnerabilities af854a3a-2127-422b-91ae-364da2661108 www.exploit-db.com

forum.coppermine-gallery.net/index.php/topic%2C74682.0.html af854a3a-2127-422b-91ae-364da2661108 forum.coppermine-gallery.net

404 Not Found af854a3a-2127-422b-91ae-364da2661108 coppermine.svn.sourceforge.net
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oss-security - Re: CVE-request: Coppermine 1.5.18 waraxe-2012-SA#081 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

Waraxe IT Security Portal af854a3a-2127-422b-91ae-364da2661108 www.waraxe.us

osvdb.org/80733 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

NEOHAPSIS - Peace of Mind Through Integrity and Insight af854a3a-2127-422b-91ae-364da2661108 archives.neohapsis.com

osvdb.org/80732 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

Coppermine 1.5.18 Cross Site Scripting / Path Disclosure ≈ Packet Storm af854a3a-2127-422b-91ae-364da2661108 packetstormsecurity.org

osvdb.org/80734 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

osvdb.org/80735 af854a3a-2127-422b-91ae-364da2661108 osvdb.org

oss-security - Re: CVE-request: Coppermine 1.5.18 waraxe-2012-SA#081 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

CONFIRM:http://forum.coppermine-gallery.net/index.php/topic,74682.0.html MITRE forum.coppermine-gallery.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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