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Summary

CVE CVE-2012-1617

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-26 00:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Directory traversal vulnerability in combine.php in OSClass before 2.3.6 allows remote attackers to read and write arbitrary files via a .. (dot dot) in the type parameter. 

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Juan Ramon Osclass 1.1 All All All

Application Juan Ramon Osclass 1.1 rc All All

Application Juan Ramon Osclass 1.2 alpha All All

Application Juan Ramon Osclass 1.2 beta All All

Application Juan Ramon Osclass 1.2 delta All All

Application Juan Ramon Osclass 2.0 All All All

Application Juan Ramon Osclass 2.0 rc All All

Application Juan Ramon Osclass 2.0.1 All All All

Application Juan Ramon Osclass 2.0.2 All All All

Application Juan Ramon Osclass 2.0.3 All All All

Application Juan Ramon Osclass 2.1 All All All

Application Juan Ramon Osclass 2.1.1 All All All

Application Juan Ramon Osclass 2.2 All All All

Application Juan Ramon Osclass 2.2.1 All All All

Application Juan Ramon Osclass 2.2.2 All All All

Application Juan Ramon Osclass 2.2.3 All All All

Application Juan Ramon Osclass 2.3 All All All
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Application Juan Ramon Osclass 2.3 All All All

Application Juan Ramon Osclass 2.3.1 All All All

Application Juan Ramon Osclass 2.3.2 All All All

Application Juan Ramon Osclass 2.3.3 All All All

Application Juan Ramon Osclass 2.3.4 All All All

Application Juan Ramon Osclass 1.1 All All All

Application Juan Ramon Osclass 1.1 rc All All

Application Juan Ramon Osclass 1.2 alpha All All

Application Juan Ramon Osclass 1.2 beta All All

Application Juan Ramon Osclass 1.2 delta All All

Application Juan Ramon Osclass 2.0 All All All

Application Juan Ramon Osclass 2.0 rc All All

Application Juan Ramon Osclass 2.0.1 All All All

Application Juan Ramon Osclass 2.0.2 All All All

Application Juan Ramon Osclass 2.0.3 All All All

Application Juan Ramon Osclass 2.1 All All All

Application Juan Ramon Osclass 2.1.1 All All All

Application Juan Ramon Osclass 2.2 All All All

Application Juan Ramon Osclass 2.2.1 All All All

Application Juan Ramon Osclass 2.2.2 All All All

Application Juan Ramon Osclass 2.2.3 All All All

Application Juan Ramon Osclass 2.3 All All All

Application Juan Ramon Osclass 2.3.1 All All All

Application Juan Ramon Osclass 2.3.2 All All All

Application Juan Ramon Osclass 2.3.3 All All All

Application Juan Ramon Osclass 2.3.4 All All All

Application Juan Ramon Osclass All All All All

References

Reference Source

oss-security - CVE request: OSClass directory traversal vulnerability MLIST

OSClass Directory Traversal and Arbitrary File Upload Vulnerabilities BID

show http 403 forbidden error if the type parameter is not js or css · osclass/Osclass@a40b766 · GitHub CONFIRM

IBM X-Force Exchange XF

OSClass 2.3.6 | Blog | Osclass the free scripts classifiedBlog | Osclass the free scripts classified | Professional open source classifieds CONFIRM

oss-security - Re: CVE request: OSClass directory traversal vulnerability MLIST

CODSEQ : advisories MISC

http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://cve.report/vendor/juan_ramon
http://cve.report/software/juan_ramon/osclass
http://www.openwall.com/lists/oss-security/2012/04/02/1
http://www.securityfocus.com/bid/52336
https://github.com/osclass/OSClass/commit/a40b76695994442644e46e1b776d79660500566a
https://exchange.xforce.ibmcloud.com/vulnerabilities/73754
http://osclass.org/2012/03/05/osclass-2-3-6/
http://www.openwall.com/lists/oss-security/2012/04/02/6


CODSEQ : advisories MISC

oss-security - Re: CVE request: OSClass directory traversal vulnerability MLIST

OSClass 2.3.5 · osclass/Osclass@ff7ef8a · GitHub CONFIRM

About Secunia Research | Flexera SECUNIA

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ

minor check in combine.php · osclass/Osclass@1e7626f · GitHub CONFIRM

IBM X-Force Exchange XF
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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