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Summary

CVE CVE-2012-1621

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2014-06-19 14:55:00 UTC

Updated 2023-11-07 02:10:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in Apache Open For Business Project (aka OFBiz) 10.04.x before 10.04.02 allow remote attackers to inject arbitrary web script or HTML via (1) a parameter array in freemarker templates, the (2) contentId or (3) mapKey parameter in a cms event request, which are not properly handled in an error message, or unspecified input in (4) an ajax request to the getServerError function in checkoutProcess.js or (5) a Webslinger component request. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Ofbiz 10.04.01 All All All

Application Apache Ofbiz 10.04.01 All All All

References

Reference Source Link Tags

81347 OSVDB osvdb.org Broken Link

Bugtraq: [CVE-2012-1621] Apache OFBiz information disclosure vulnerability BUGTRAQ seclists.org Mailing List, Third Party Advisory

81349 OSVDB osvdb.org Broken Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

Apache OFBiz Input Validation Flaws Permit Cross-Site Scripting Attacks - SecurityTracker SECTRACK www.securitytracker.com Third Party Advisory, VDB Entry

Full Disclosure: [CVE-2012-1621] Apache OFBiz information disclosure vulnerability FULLDISC seclists.org Mailing List, Third Party Advisory

[ANNOUNCE] Apache OFBiz 10.04.02 released mail-archives.apache.org

81348 OSVDB osvdb.org Broken Link

[CVE-2012-1621] Apache OFBiz information disclosure vulnerability mail-archives.apache.org

Apache OFBiz - Download Releases CONFIRM ofbiz.apache.org Vendor Advisory

81346 OSVDB osvdb.org Broken Link

[CVE-2012-1621] Apache OFBiz information disclosure vulnerability MLIST mail-archives.apache.org Vendor Advisory

https://cve.report/
https://cve.report/CVE-2012-1621/mitre
https://cve.report/CVE-2012-1621/nist
https://cve.report/CVE-2012-1621/cve_org
https://cve.report/api/cve/CVE-2012-1621.json
https://cve.report/CVE-2012-1621.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/ofbiz
http://cve.report/vendor/apache
http://cve.report/software/apache/ofbiz
http://osvdb.org/show/osvdb/81347
http://seclists.org/bugtraq/2012/Apr/101
http://osvdb.org/show/osvdb/81349
https://exchange.xforce.ibmcloud.com/vulnerabilities/74870
http://www.securitytracker.com/id?1026927
http://seclists.org/fulldisclosure/2012/Apr/172
http://mail-archives.apache.org/mod_mbox/www-announce/201204.mbox/%253C2B984C00-EC65-4455-98D3-55735ABE8AF9%2540apache.org%253E
http://osvdb.org/show/osvdb/81348
http://mail-archives.apache.org/mod_mbox/ofbiz-dev/201204.mbox/%253CA126EDA0-06A5-4B67-8CDD-FC5F5AABA147%2540apache.org%253E
http://ofbiz.apache.org/download.html#vulnerabilities
http://osvdb.org/show/osvdb/81346
http://mail-archives.apache.org/mod_mbox/ofbiz-dev/201204.mbox/%253CA126EDA0-06A5-4B67-8CDD-FC5F5AABA147@apache.org%253E


Apache OFBiz Multiple Cross Site Scripting Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

About Secunia Research | Flexera SECUNIA secunia.com Third Party Advisory

[ANNOUNCE] Apache OFBiz 10.04.02 released MLIST mail-archives.apache.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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