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Summary

CVE CVE-2012-1631

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-20 03:46:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in the Admin:hover module for Drupal allows remote attackers to hijack the authentication of administrators for requests that unpublish all nodes, and possibly other actions, via unspecified vectors.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Databasepublish Admin hover - All All

Application Databasepublish Admin hover - All All

Application Databasepublish Admin hover - All All

Application Drupal Drupal - All All All

Application Drupal Drupal - All All All

References

Reference

IBM X-Force Exchange

SA-CONTRIB-2012-006 XSS and CSRF in Multiple Modules - Supercron, Taxotouch, Admin:hover, Taxonomy Navigator no longer supported | drupal.org

oss-security - CVE's for Drupal Contrib 2012 001 through 057 (67 new CVE assignments)

Drupal Admin:hover Module Cross Site Request Forgery Vulnerabilities

Security fix for CSRF (SA-CONTRIB-2012-006) (including patch) [#1407206] | Drupal.org

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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