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Summary

CVE CVE-2012-1635

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-28 17:55:00 UTC

Updated 2012-08-29 04:00:00 UTC

Description The hook_node_access function in the revisioning module 7.x-1.x before 7.x-1.3 for Drupal checks the permissions of the current user even when it is called to check permissions of other users, which allows remote attackers to bypass intended access restrictions, as demonstrated when using the XML sitemap module to obtain sensitive information about unpublished content.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal - All All All

Application Drupal Drupal - All All All

Application Rik De Boer Revisioning 7.x-1.0 All All All

Application Rik De Boer Revisioning 7.x-1.0 alpha1 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha2 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha3 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha4 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha5 All All

Application Rik De Boer Revisioning 7.x-1.0 beta1 All All

Application Rik De Boer Revisioning 7.x-1.0 beta10 All All

Application Rik De Boer Revisioning 7.x-1.0 beta11 All All

Application Rik De Boer Revisioning 7.x-1.0 beta2 All All

Application Rik De Boer Revisioning 7.x-1.0 beta3 All All

Application Rik De Boer Revisioning 7.x-1.0 beta4 All All

Application Rik De Boer Revisioning 7.x-1.0 beta5 All All

Application Rik De Boer Revisioning 7.x-1.0 beta6 All All

Application Rik De Boer Revisioning 7.x-1.0 beta7 All All
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Application Rik De Boer Revisioning 7.x-1.0 beta7 All All

Application Rik De Boer Revisioning 7.x-1.0 beta8 All All

Application Rik De Boer Revisioning 7.x-1.0 beta9 All All

Application Rik De Boer Revisioning 7.x-1.1 All All All

Application Rik De Boer Revisioning 7.x-1.2 All All All

Application Rik De Boer Revisioning 7.x-1.x All All All

Application Rik De Boer Revisioning 7.x-1.x dev All All

Application Rik De Boer Revisioning 7.x-1.0 All All All

Application Rik De Boer Revisioning 7.x-1.0 alpha1 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha2 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha3 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha4 All All

Application Rik De Boer Revisioning 7.x-1.0 alpha5 All All

Application Rik De Boer Revisioning 7.x-1.0 beta1 All All

Application Rik De Boer Revisioning 7.x-1.0 beta10 All All

Application Rik De Boer Revisioning 7.x-1.0 beta11 All All

Application Rik De Boer Revisioning 7.x-1.0 beta2 All All

Application Rik De Boer Revisioning 7.x-1.0 beta3 All All

Application Rik De Boer Revisioning 7.x-1.0 beta4 All All

Application Rik De Boer Revisioning 7.x-1.0 beta5 All All

Application Rik De Boer Revisioning 7.x-1.0 beta6 All All

Application Rik De Boer Revisioning 7.x-1.0 beta7 All All

Application Rik De Boer Revisioning 7.x-1.0 beta8 All All

Application Rik De Boer Revisioning 7.x-1.0 beta9 All All

Application Rik De Boer Revisioning 7.x-1.1 All All All

Application Rik De Boer Revisioning 7.x-1.2 All All All

Application Rik De Boer Revisioning 7.x-1.x All All All

Application Rik De Boer Revisioning 7.x-1.x dev All All

References

Reference Source Link Tags

SA-CONTRIB-2012-009 - Revisioning - Access bypass | drupal.org MISC drupal.org Patch, Vendor Advisory

revisioning 7.x-1.3 | drupal.org CONFIRM drupal.org Patch

oss-security - CVE's for Drupal Contrib 2012 001 through 057 (67 new CVE assignments) MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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