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Summary

CVE CVE-2012-1664

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-05-20 18:59:00 UTC

Updated 2015-05-21 16:53:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in the admin panel in osCMax before 2.5.1 allow remote attackers to inject arbitrary web script or HTML via the (1) username parameter in a process action to admin/login.php; (2) pageTitle, (3) current_product_id, or (4) cPath parameter to admin/new_attributes_include.php; (5) sb_id, (6) sb_key, (7) gc_id, (8) gc_key, or (9) path parameter to admin/htaccess.php; (10) title parameter to admin/information_form.php; (11) search parameter to admin/xsell.php; (12) gross or (13) max parameter to admin/stats_products_purchased.php; (14) status parameter to admin/stats_monthly_sales.php; (15) sorted parameter to admin/stats_customers.php; (16) information_id parameter to /admin/information_manager.php; or (17) zID parameter to /admin/geo_zones.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oscmax Oscmax All All All All

References

Reference Source Link Tags

80905 OSVDB www.osvdb.org

80911 OSVDB www.osvdb.org

0001165: Multiple osCmax admin panel security vulnerabilities - osCmax Bug Tracking System CONFIRM bugtrack.oscmax.com

80909 OSVDB www.osvdb.org

80907 OSVDB www.osvdb.org

NEOHAPSIS - Peace of Mind Through Integrity and Insight BUGTRAQ archives.neohapsis.com

80903 OSVDB www.osvdb.org

80910 OSVDB www.osvdb.org

80904 OSVDB www.osvdb.org

80912 OSVDB www.osvdb.org

File Not Found MISC www.htbridge.com Exploit

80906 OSVDB www.osvdb.org

osCmax v2.5.1 has been released - Security update! | osCMax - osCommerce Maximized CONFIRM www.oscmax.com Patch, Vendor Advisory
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80908 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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