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Summary

CVE CVE-2012-1675

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-08 22:55:00 UTC

Updated 2018-08-23 12:51:00 UTC

Description The TNS Listener, as used in Oracle Database 11g 11.1.0.7, 11.2.0.2, and 11.2.0.3, and 10g 10.2.0.3, 10.2.0.4, and 10.2.0.5, as used in Oracle Fusion Middleware, Enterprise Manager, E-Business Suite, and possibly other products, allows remote attackers to execute arbitrary database commands by performing a remote registration of a database (1) instance or (2) service name that already exists, then conducting a man-in-the-middle (MITM) attack to hijack database connections, aka "TNS Poison."

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Server 10.2.0.3 All All All

Application Oracle Database Server 10.2.0.4 All All All

Application Oracle Database Server 10.2.0.5 All All All

Application Oracle Database Server 11.1.0.7 All All All

Application Oracle Database Server 11.2.0.2 All All All

Application Oracle Database Server 11.2.0.3 All All All

Application Oracle Database Server 11.2.0.4 All All All

Application Oracle Database Server 10.2.0.3 All All All

Application Oracle Database Server 10.2.0.4 All All All

Application Oracle Database Server 10.2.0.5 All All All

Application Oracle Database Server 11.1.0.7 All All All

Application Oracle Database Server 11.2.0.2 All All All

Application Oracle Database Server 11.2.0.3 All All All

Application Oracle Database Server 11.2.0.4 All All All
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Full Disclosure: Oracle TNS Poison vulnerability is actually a 0day with no patch available FULLDISC seclists.org

Security Alert for CVE-2012-1675 Released (The Oracle Software Security Assurance Blog) CONFIRM blogs.oracle.com

Oracle Security Alert CVE-2012-1675 CONFIRM www.oracle.com

Oracle Database Server 'TNS Listener' Remote Poisoning Vulnerability BID www.securityfocus.com

Full Disclosure: The history of a -probably- 13 years old Oracle bug: TNS Poison FULLDISC seclists.org

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva MANDRIVA www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Oracle Database Lets Remote Users Hijack TNS Listener Instance Connections - SecurityTracker SECTRACK www.securitytracker.com

VU#359816 - Oracle database TNS listener vulnerability CERT-VN www.kb.cert.org

[security-announce] SUSE-SU-2012:0765-1: important: Security update for SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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