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Summary

CVE CVE-2012-1699

State PUBLIC

Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-12-21 05:46:00 UTC

Updated 2017-09-19 01:34:00 UTC

Description The ProcSetEventMask function in difs/events.c in the xfs font server for X.Org X11R6 through X11R6.6 and XFree86 before 3.3.3 calls the SendErrToClient function with a mask value instead of a pointer, which allows local users to cause a denial of service (memory corruption and crash) or obtain potentially sensitive information from memory via a SetEventMask request that triggers an invalid pointer dereference.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application X X.org X11 6.0 All All All

Application X X.org X11 6.1 All All All

Application X X.org X11 6.3 All All All

Application X X.org X11 6.4 All All All

Application X X.org X11 6.5.1 All All All

Application X X.org X11 6.6 All All All

Application X X.org X11 6.0 All All All

Application X X.org X11 6.1 All All All

Application X X.org X11 6.3 All All All

Application X X.org X11 6.4 All All All

Application X X.org X11 6.5.1 All All All

Application X X.org X11 6.6 All All All

Application Xfree86 Xfree86 All All All All

References

Reference Source Link

842841 – (CVE-2012-1699) CVE-2012-1699 xorg-x11: DoS and information leak in xfs prior to X11R6.7 MISC bugzilla.redhat.com
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X.Org security advisory: DoS/info leak in xfs prior to X11R6.7/XFree86 3.3.3 MLIST lists.freedesktop.org

Rodrigo Branco na Twitterze: "CVE-2012-1699 finally released by Oracle. Solaris 9 http://t.co/96ysMsHm full memleak" MISC twitter.com

CVE-2012-1699 Denial of Service (DoS) vulnerability in X.Org (Third Party Vulnerability Resolution Blog) CONFIRM blogs.oracle.com

'[security bulletin] HPSBUX02829 SSRT100883 rev.1 - HP-UX Running X Font Server (xfs) Software, Local' - MARC HP marc.info

ANSI-fication revisited for CVE-2012-1699 MISC invisible-island.net

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

http://lists.freedesktop.org/archives/xorg-announce/2012-July/002040.html
http://twitter.com/bsdaemon/status/228958599790071809
https://blogs.oracle.com/sunsecurity/entry/cve_2012_1699_denial_of
http://marc.info/?l=bugtraq&m=135765511704334&w=2
http://invisible-island.net/ansification/ansify-xfs-cve.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A19369
https://www.cve.org/CVERecord?id=CVE-2012-1699
https://nvd.nist.gov/vuln/detail/CVE-2012-1699
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2012-1699
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


