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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2012-1775

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2012-03-19 16:55:00 UTC

2023-11-07 02:10:00 UTC

Stack-based buffer overflow in VideoLAN VLC media player before 2.0.1 allows remote attackers to execute arbitrary code

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)
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Applicaton vigeolan VvIC Vieaia Fiayer 1.U.4 Al All Al
Application Videolan Vic Media Player 1.0.5 All All All
Application Videolan Vic Media Player 1.0.6 All All All
Application Videolan Vic Media Player 1.1.0 All All All
Application Videolan Vic Media Player 1.1.1 All All All
Application Videolan Vic Media Player 1.1.10 All All All
Application Videolan Vic Media Player 1.1.10.1 All All All
Application Videolan Vic Media Player 1.1.11 All All All
Application Videolan Vic Media Player 1.1.13 All All All
Application Videolan Vic Media Player 1.1.2 All All All
Application Videolan Vic Media Player 1.1.3 All All All
Application Videolan Vic Media Player 1.1.4 All All All
Application Videolan Vic Media Player 1.1.4.1 All All All
Application Videolan Vic Media Player 1.15 All All All
Application Videolan Vic Media Player 1.1.6 All All All
Application Videolan Vic Media Player 1.1.6.1 All All All
Application Videolan Vic Media Player 1.1.7 All All All
Application Videolan Vic Media Player 1.1.8 All All All
Application Videolan Vic Media Player 1.1.9 All All All
Application Videolan Vic Media Player All All All All
Reference Source Link Tags
VLC Media Player MMS Stream Stack Based Buffer Overflow Vulnerability ~ BID www.securityfocus.com
Repository / Oval Repository OVAL oval.cisecurity.org
git.videolan.org Git - vic/vlc-2.0.git/commit CONFIRM git.videolan.org
VLC Media Player Multiple Remote Buffer Overflow Vulnerabilities BID www.securityfocus.com
git.videolan.org Git - vic/vic-2.0.git/commit git.videolan.org
VideoLAN - VideoLAN Security Advisory 1201 CONFIRM www.videolan.org Vendor Advisory
VLC MMS Stream Handling Buffer Overflow EXPLOIT-DB  www.exploit-db.com
CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/software/videolan/vlc_media_player
http://www.securityfocus.com/bid/53391
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14820
http://git.videolan.org/?p=vlc/vlc-2.0.git;a=commit;h=11a95cce96fffdbaba1be6034d7b42721667821c
http://www.securityfocus.com/bid/52550
http://git.videolan.org/?p=vlc/vlc-2.0.git%253Ba=commit%253Bh=11a95cce96fffdbaba1be6034d7b42721667821c
http://www.videolan.org/security/sa1201.html
http://www.exploit-db.com/exploits/18825
https://www.cve.org/CVERecord?id=CVE-2012-1775
https://nvd.nist.gov/vuln/detail/CVE-2012-1775
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