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Summary

CVE CVE-2012-1821

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-24 00:55:00 UTC

Updated 2018-01-05 02:29:00 UTC

Description The Network Threat Protection module in the Manager component in Symantec Endpoint Protection (SEP) 11.0.600x through 11.0.700x on Windows Server 2003 allows remote attackers to cause a denial of service (web-server outage, or daemon crash or hang) via a flood of packets that triggers automated blocking of network traffic.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 2003 Server All sp1 All All

Operating System Microsoft Windows 2003 Server All sp2 All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 2003 Server All sp1 All All

Operating System Microsoft Windows 2003 Server All sp2 All All

Application Symantec Endpoint Protection 11.0.6000 All All All

Application Symantec Endpoint Protection 11.0.6100 All All All

Application Symantec Endpoint Protection 11.0.6200 All All All

Application Symantec Endpoint Protection 11.0.6200.754 All All All

Application Symantec Endpoint Protection 11.0.6300 All All All

Application Symantec Endpoint Protection 11.0.7000 All All All

Application Symantec Endpoint Protection 11.0.7100 All All All

Application Symantec Endpoint Protection 11.0.6000 All All All

Application Symantec Endpoint Protection 11.0.6100 All All All

Application Symantec Endpoint Protection 11.0.6200 All All All

Application Symantec Endpoint Protection 11.0.6200.754 All All All
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Application Symantec Endpoint Protection 11.0.6200.754 All All All

Application Symantec Endpoint Protection 11.0.6300 All All All

Application Symantec Endpoint Protection 11.0.7000 All All All

Application Symantec Endpoint Protection 11.0.7100 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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