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Summary

CVE CVE-2012-1826

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-08 16:55:00 UTC

Updated 2012-11-27 04:41:00 UTC

Description dotCMS 1.9 before 1.9.5.1 allows remote authenticated users to execute arbitrary Java code via a crafted (1) XSLT or (2) Velocity template.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dotcms Dotcms 1.9 All All All

Application Dotcms Dotcms 1.9.2.1 All All All

Application Dotcms Dotcms 1.9 All All All

Application Dotcms Dotcms 1.9.2.1 All All All

References

Reference Source Link

VU#898083 - dotCMS template permissions allow arbitrary code execution CERT-VN www.kb.cert.org

dotCMS CVE-2012-1826 Arbitrary Code Execution Vulnerability BID www.securityfocus.com

82240 OSVDB osvdb.org

Fix XSLT Scripting Exploit · Issue #261 · dotCMS/core · GitHub CONFIRM github.com

Make the default uberspector of of Velocity use the Secure One · Issue #281 · dotCMS/core · GitHub CONFIRM github.com

Changelog - Java Enterprise Web CMS Content Management System CONFIRM dotcms.com

XSLT Tool Patch · GitHub CONFIRM gist.github.com

Security Advisory SA49276 - dotCMS Template Processing Code Execution Vulnerability - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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