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Summary

CVE CVE-2012-1844

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-03-22 10:17:00 UTC

Updated 2018-01-10 02:29:00 UTC

Description The Quantum Scalar i500 tape library with firmware before i7.0.3 (604G.GS00100), also distributed as the Dell ML6000 tape library with firmware before A20-00 (590G.GS00100) and the IBM TS3310 tape library with firmware before R6C (606G.GS001), uses default passwords for unspecified user accounts, which makes it easier for remote attackers to obtain access via unknown vectors.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dell Powervault Ml6000 32u All All All

Hardware Dell Powervault Ml6000 41u All All All

Hardware Dell Powervault Ml6000 32u All All All

Hardware Dell Powervault Ml6000 41u All All All

Application Dell Powervault Ml6000 Firmware 585g.gs003 All All All

Application Dell Powervault Ml6000 Firmware 585g.gs003 All All All

Hardware Dell Powervault Ml6010 5u All All All

Hardware Dell Powervault Ml6010 5u All All All

Hardware Dell Powervault Ml6020 14u All All All

Hardware Dell Powervault Ml6020 14u All All All

Hardware Dell Powervault Ml6030 23u All All All

Hardware Dell Powervault Ml6030 23u All All All

Hardware Ibm Ts3310 Tape Library 3573 All All All

Hardware Ibm Ts3310 Tape Library 3576 All All All

Hardware Ibm Ts3310 Tape Library 3573 All All All

Hardware Ibm Ts3310 Tape Library 3576 All All All

Application Ibm Ts3310 Tape Library Firmware All All All All
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Application Ibm Ts3310 Tape Library Firmware All All All All

Hardware Quantum Scalar I500 14u All All All

Hardware Quantum Scalar I500 23u All All All

Hardware Quantum Scalar I500 5u All All All

Hardware Quantum Scalar I500 14u All All All

Hardware Quantum Scalar I500 23u All All All

Hardware Quantum Scalar I500 5u All All All

Application Quantum Scalar I500 Firmware i2 All All All

Application Quantum Scalar I500 Firmware i3 All All All

Application Quantum Scalar I500 Firmware i3.1 All All All

Application Quantum Scalar I500 Firmware i4 All All All

Application Quantum Scalar I500 Firmware i5 All All All

Application Quantum Scalar I500 Firmware i5.1 All All All

Application Quantum Scalar I500 Firmware i6 All All All

Application Quantum Scalar I500 Firmware i6.1 All All All

Application Quantum Scalar I500 Firmware i7 All All All

Application Quantum Scalar I500 Firmware i7.0.1 All All All

Application Quantum Scalar I500 Firmware sp4 All All All

Application Quantum Scalar I500 Firmware sp4.2 All All All

Application Quantum Scalar I500 Firmware i2 All All All

Application Quantum Scalar I500 Firmware i3 All All All

Application Quantum Scalar I500 Firmware i3.1 All All All

Application Quantum Scalar I500 Firmware i4 All All All

Application Quantum Scalar I500 Firmware i5 All All All

Application Quantum Scalar I500 Firmware i5.1 All All All

Application Quantum Scalar I500 Firmware i6 All All All

Application Quantum Scalar I500 Firmware i6.1 All All All

Application Quantum Scalar I500 Firmware i7 All All All

Application Quantum Scalar I500 Firmware i7.0.1 All All All

Application Quantum Scalar I500 Firmware sp4 All All All

Application Quantum Scalar I500 Firmware sp4.2 All All All

Application Quantum Scalar I500 Firmware All All All All
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IBM Corporation Information for VU#913483

Dell Computer Corporation, Inc. Information for VU#913483

IBM X-Force Exchange

US-CERT Vulnerability Note VU#913483 - Quantum Scalar i500, Dell ML6000 and IBM TS3310 tape libraries web interface and preconfigured password vulnerabilities

Quantum Information for VU#913483

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Quantum Corporation 2012-06-13 The vulnerability has never been exploited. However to make sure our customers are protected, all newly shipped versions of the product contain the update that fixes this issue. An official firmware release that fixes the vulnerability is also available for all existing customers. The customer data stored on tape cannot be exploited by this vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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