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CVE CVE-2012-1940
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-05 23:55:00 UTC
Updated 2018-01-05 02:29:00 UTC
Description Use-after-free vulnerability in the nsFrameList::FirstChild function in Mozilla Firefox 4.x through 12.0, Firefox ESR 10.x befo

/ |

1|

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 10.0 All All All
Application Mozilla Firefox 10.0.1 All All All
Application Mozilla Firefox 10.0.2 All All All
Application Mozilla Firefox 11.0 All All All
Application Mozilla Firefox 12.0 All All All
Application Mozilla Firefox 12.0 betab All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betait All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 beta6 All All
Application Mozilla Firefox 4.0 beta7 All All
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References

Reference

Red Hat Customer Portal

Red Hat Customer Portal

Debian -- Security Information -- DSA-2489-1 iceape

[security-announce] SUSE-SU-2012:0746-1: important: Security update for
www.mandriva.com

MFSA 2012-40: Buffer overflow and use-after-free issues found using Address Sanitizer
[security-announce] openSUSE-SU-2012:0760-1: important: MozillaFirefox,

747688 — (CVE-2012-1940) Heap-use-after-free in nsFrameList::FirstChild

Debian -- Security Information -- DSA-2499-1 icedove

Debian -- Security Information -- DSA-2488-1 iceweasel

Repository / Oval Repository

Mozilla Firefox, SeaMonkey, and Thunderbird CVE-2012-1940 Use After Free Vulnerability
CVE Program record

NVD vulnerability detail

/

Source

REDHAT

REDHAT

DEBIAN

SUSE

MANDRIVA

CONFIRM

SUSE

CONFIRM

DEBIAN

DEBIAN

OVAL

BID

CVE.ORG

NVD

Link
rhn.redhat.com
rhn.redhat.com
www.debian.org
lists.opensuse.org
www.mandriva.com
www.mozilla.org
lists.opensuse.org
bugzilla.mozilla.org
www.debian.org
www.debian.org
oval.cisecurity.org
www.securityfocus.com
WWW.Cve.org

nvd.nist.gov

G

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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