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CVE CVE-2012-1942
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2012-06-05 23:55:00 UTC
Updated 2017-12-29 02:29:00 UTC

Description The Mozilla Updater and Windows Updater Service in Mozilla Firefox 12.0, Thunderbird 12.0, and SeaMonkey 2.9 on Wind:
i

/ |

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows All All All All

Operating System Microsoft Windows All All All All

Application Mozilla Firefox 12.0 All All All

Application Mozilla Firefox 12.0 All All All

Application Mozilla Seamonkey 2.9 All All All

Application Mozilla Seamonkey 2.9 All All All

Application Mozilla Thunderbird 12.0 All All All

Application Mozilla Thunderbird 12.0 All All All

Reference Source Link Tags
MFSA 2013-45: Mozilla Updater fails to update some Windows Registry entries CONFIRM  www.mozilla.org

Repository / Oval Repository OVAL oval.cisecurity.org
[security-announce] SUSE-SU-2012:0746-1: important: Security update for SUSE lists.opensuse.org

748764 — (CVE-2012-1942) Possible Arbitrary Code Execution by Update Service CONFIRM  bugzilla.mozilla.org

MFSA 2012-35: Privilege escalation through Mozilla Updater and Windows Updater Service CONFIRM  www.mozilla.org Vendor Advi
CVE Program record CVE.ORG www.cve.org canonical
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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