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CVE CVE-2012-1948
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-18 10:26:00 UTC
Updated 2017-12-29 02:29:00 UTC
Description Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox 4.x through 13.0, Firefox ESR 10.x before 10.0.€

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 11.0 All All All
Application Mozilla Firefox 12.0 All All All
Application Mozilla Firefox 12.0 beta6 All All
Application Mozilla Firefox 13.0 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betait All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
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Application Mozilla Thunderbird 11.0 All All All
Application Mozilla Thunderbird 12.0 All All All
Application Mozilla Thunderbird 13.0 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird 6.0 All All All
Application Mozilla Thunderbird 6.0.1 All All All
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.0.1 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird 9.0.1 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Application Mozilla Thunderbird Esr 10.0.5 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Application Mozilla Thunderbird Esr 10.0.5 All All All
Reference

Security Advisory SA49972 - Ubuntu update for firefox - Secunia

[security-announce] SUSE-SU-2012:0896-1: important: Security update for

About Secunia Research | Flexera

MFSA 2012-42: Miscellaneous memory safety hazards (rv:14.0/ rv:10.0.6)

750575 — Invalid read (from deleted presShell) calling canvas strokeText during full-screen transition
USN-1509-2: ubufox update | Ubuntu

Security Advisory SA49977 - Red Hat update for thunderbird - Secunia

Security Advisory SA49964 - Debian update for iceweasel - Secunia

TRQAT7A NAn't cviinnn nativa intarfannc Alirina AanmnarrimaAant 2O


http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird_esr
http://secunia.com/advisories/49972
http://lists.opensuse.org/opensuse-security-announce/2012-07/msg00012.html
http://secunia.com/advisories/49994
http://www.mozilla.org/security/announce/2012/mfsa2012-42.html
https://bugzilla.mozilla.org/show_bug.cgi?id=750575
http://www.ubuntu.com/usn/USN-1509-2
http://secunia.com/advisories/49977
http://secunia.com/advisories/49964
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Debian -- Security Information -- DSA-2528-1 icedove

[security-announce] SUSE-SU-2012:0895-1: important: Security update for

Mozilla Thunderbird Multiple Bugs Let Remote Users Execute Arbitrary Code, Spoof Web Sites, Obtain Information, and Conduct Cross-Site £
749385 — Use deferred release for documents in nsHTMLDocumentSH::ReleaseDocument

Security Advisory SA49979 - Red Hat update for firefox - Secunia

746896 — Crash in _cairo_surface_snapshot_copy_on_write during CC after printing a large canvas

Security Alerts - Secunia

[security-announce] openSUSE-SU-2012:0917-1: important: MozillaThunderbi

Repository / Oval Repository

USN-1510-1: Thunderbird vulnerabilities | Ubuntu

732233 — We should not trust the driver to not overflow, in WebGL uniform array setters

Mozilla Seamonkey Multiple Bugs Let Remote Users Execute Arbitrary Code, Spoof Web Sites, Obtain Information, and Conduct Cross-Site £
[security-announce] openSUSE-SU-2012:0899-1: critical: MozillaFirefox to

756600 — OOM Testing: Glibc Abort due to invalid free in js::TokenStream::~TokenStream

About Secunia Research | Flexera

754989 — Nuke dead cross-compartment wrappers during brain transplant

Security Advisory SA49968 - Ubuntu update for thunderbird - Secunia

Mozilla Firefox Multiple Bugs Let Remote Users Execute Arbitrary Code, Spoof Web Sites, Obtain Information, and Conduct Cross-Site Scripti
772282 — InsertElementTxn crash

763225 — "Assertion failure: compartment mismatched" with Components.lookupMethod(v, "onclick")

Red Hat Customer Portal

Security Advisory SA49963 - Debian update for iceape - Secunia

84007

About Secunia Research | Flexera

746103 — Crash [@ js::types::TypeSet::add] with valgrind errors indicating use-after-free

Mozilla Firefox/Thunderbird/Seamonkey MFSA 2012-42 Multiple Memory Corruption Vulnerabilities

Debian -- Security Information -- DSA-2514-1 iceweasel

USN-1509-1: Firefox vulnerabilities | Ubuntu

CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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