CVE-2012-1950
Published on: 07/18/2012 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:19 PM UTC

CVE-2012-1950

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNIPIAP Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

The drag-and-drop implementation in Mozilla Firefox 4.x through 13.0
and Firefox ESR 10.x before 10.0.6 allows remote attackers to spoof
the address bar by canceling a page load.

CVE-2012-1950 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

Security Advisory SA49972 - Ubuntu update for firefox - web.archive.org Y SECUNIA 49972

Secunia text/html

[security-announce] SUSE-SU-2012:0896-1: important: lists.opensuse.org 9 SUSE SUSE-SU-2012:0896

Security update for text/html

724599 — (CVE-2012-1950) [CAL-2012-0001]Spoof after  [EFEHIENEHTTERT] ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
a URL is dragged to location bar, by canceling the load text/html id=724599

USN-1509-2: ubufox update | Ubuntu @® UBUNTU USN-1509-2

Security Advisory SA49964 - Debian update for web.archive.org Y SECUNIA 49964
iceweasel - Secunia

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:16970
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https://cve.report/CVE-2012-1950/nist
https://cve.report/CVE-2012-1950/cve_org
https://cve.report/CVE-2012-1950.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2012/http://secunia.com/advisories/49972
http://lists.opensuse.org/opensuse-security-announce/2012-07/msg00012.html
https://bugzilla.mozilla.org/show_bug.cgi?id=724599
http://www.ubuntu.com/usn/USN-1509-2
https://web.archive.org/web/2012/http://secunia.com/advisories/49964
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16970

724247 — Mozilla Firefox 10.0 Address Bar Spoofing bugzilla.mozilla.org ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
Vulnerability. text/html id=724247
Debian -- Security Information -- DSA-2528-1 icedove www.debian.org (© DEBIAN DSA-2528
Depreciated Link
text/html
[security-announce] SUSE-SU-2012:0895-1: important: lists.opensuse.org 9 SUSE SUSE-SU-2012:0895
Security update for text/html
Security Advisory SA49979 - Red Hat update for firefox - RIS { SECUNIA 49979
Secunia text/html
Security Alerts - Secunia web.archive.org Y SECUNIA 49965
text/html
@ OSVDB 84008
Inactive Link™ Not Archived
[security-announce] openSUSE-SU-2012:0899-1: lists.opensuse.org 9 SUSE openSUSE-SU-2012:0899
critical: MozillaFirefox to text/html

About Secunia Research | Flexera ) SECUNIA 49992

Depreciated Link

text/plain
MFSA 2012-43: Incorrect URL displayed in addressbar Vendor Advisory [ CONFIRM
through drag and drop www.mozilla.org www.mozilla.org/security/announce/2012/mfsa2012-
text/html 43.html
725611 — [CAL-2012-0019]Firefox website spoof bugzilla.mozilla.org ) CONFIRM bugzilla.mozilla.org/show_bug.cgi?
vulnerability by hook event text/html id=725611

Mozilla Firefox Multiple Bugs Let Remote Users Execute [T =TT (T) SECTRACK 1027256

Arbitrary Code, Spoof Web Sites, Obtain Information, text/html

and Conduct Cross-Site Scripting Attacks -

Security Tracker

Red Hat Customer Portal web.archive.org & REDHAT RHSA-2012:1088
text/html
Inactive Link™ Not Archived

Debian -- Security Information -- DSA-2514-1 iceweasel www.debian.org (@ DEBIAN DSA-2514

Depreciated Link
text/html

USN-1509-1: Firefox vulnerabilities | Ubuntu @® UBUNTU USN-1509-1

text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 11.0 All All All
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cpe:2.3:a:mozilla:firefox:13.0:%:":* "™

cpe:2.3:a:mozilla:firefox:4.0:*:* "

Skukkukkak.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skuk Lk k k.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skk ok k k.

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:*:*:

Skk ok kkak.

cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:4.0.1:*:* 7 :*:

cpe:2.3:a:mozilla:firefox:5.0:*:*:****::

cpe:2.3:a:mozilla:firefox:5.0.1: ™

cpe:2.3:a:mozilla:firefox:6.0:*:***:**:*:

cpe:2.3:a:mozilla:firefox:6.0.1: ™

cpe:2.3:a:mozilla:firefox:6.0.2:****:*:*:

cpe:2.3:a:mozilla:firefox:7.0:*:***:*

cpe:2.3:a:mozilla:firefox:7.0. 1 ™

cpe:2.3:a:mozilla:firefox:8.0:*:***:**:*:

cpe:2.3:a:mozilla:firefox:8.0. 1 :*:*:

cpe:2.3:a:mozilla:firefox:9.0:*:***:**:*:

cpe:2.3:a:mozilla:firefox:9.0. 1 %™

cpe:2.3:a:mozilla:firefox:11.0: 7 :*:



cpe:2.3:a:mozilla:firefox:12.0:%:":* "™

cpe:2.3:a:mozilla:firefox:13.0:%:":* "™

cpe:2.3:a:mozilla:firefox:4.0:*:* "

akak Lk okakuk.

cpe:2.3:a:mozilla:firefox:4.0:beta12:*:*:*:*:*:*:

Skakakakakak.

cpe:2.3:a:mozilla:firefox:4.0:beta2:*:*:*:*:*:*:

Skukakuk kK.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:a:mozilla:firefox:4.0:betad:*:*:*:*:*:*:

Skk ok ak k.

cpe:2.3:a:mozilla:firefox:4.0:beta8:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:4.0:beta9:*:*:*:*:*:*:
cpe:2.3:a:mozilla:firefox:4.0.1:*:* %"
cpe:2.3:a:mozilla:firefox:5.0:*:*:****::
cpe:2.3:a:mozilla:firefox:5.0.1: ™
cpe:2.3:a:mozilla:firefox:6.0:*:***:**:*:
cpe:2.3:a:mozilla:firefox:6.0.1: ™
cpe:2.3:a:mozilla:firefox:6.0.2:****:*:*:
cpe:2.3:a:mozilla:firefox:7.0:*:****
cpe:2.3:a:mozilla:firefox:7.0. 1 ™
cpe:2.3:a:mozilla:firefox:8.0:*:*****:*:
cpe:2.3:a:mozilla:firefox:8.0.1: " *:

cpe:2.3:a:mozilla:firefox:9.0:*:***:**:*:

cpe:2.3:a:mozilla:firefox:9.0. 1 ™
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cpe:2.3:a:mozilla:firefox_esr:10.0.1:* %%
cpe:2.3:a:mozilla:firefox_esr:10.0.2:*:*:*:*:*
cpe:2.3:a:mozilla:firefox_esr:10.0.3:*:*:*:":*
cpe:2.3:a:mozilla:firefox_esr:10.0.4:*:**:"*
cpe:2.3:a:mozilla:firefox_esr:10.0.5:%:*: "
cpe:2.3:a:mozilla:firefox_esr:10.0:%:":*: "™

cpe:2.3:a:mozilla:firefox_esr:10.0.1: % %
cpe:2.3:a:mozilla:firefox_esr:10.0.2:*:*: "
cpe:2.3:a:mozilla:firefox_esr:10.0.3:*: """
cpe:2.3:a:mozilla:firefox_esr:10.0.4:*:* "

cpe:2.3:a:mozilla:firefox_esr:10.0.5:%:*: "

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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