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CVE CVE-2012-1964
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-18 10:26:00 UTC
Updated 2017-12-29 02:29:00 UTC
Description The certificate-warning functionality in browser/components/certerror/content/aboutCertError.xhtml in Mozilla Firefox 4.x thr

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 11.0 All All All
Application Mozilla Firefox 12.0 All All All
Application Mozilla Firefox 12.0 beta6 All All
Application Mozilla Firefox 13.0 All All All
Application Mozilla Firefox 4.0 All All All
Application Mozilla Firefox 4.0 betal All All
Application Mozilla Firefox 4.0 beta10 All All
Application Mozilla Firefox 4.0 betait All All
Application Mozilla Firefox 4.0 betal2 All All
Application Mozilla Firefox 4.0 beta2 All All
Application Mozilla Firefox 4.0 beta3 All All
Application Mozilla Firefox 4.0 beta4 All All
Application Mozilla Firefox 4.0 beta5 All All
Application Mozilla Firefox 4.0 betab All All
Application Mozilla Firefox 4.0 beta7 All All
Application Mozilla Firefox 4.0 beta8 All All
Application Mozilla Firefox 4.0 beta9 All All
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Application Mozilla Thunderbird 13.0 All All All
Application Mozilla Thunderbird 5.0 All All All
Application Mozilla Thunderbird 6.0 All All All
Application Mozilla Thunderbird 6.0.1 All All All
Application Mozilla Thunderbird 6.0.2 All All All
Application Mozilla Thunderbird 7.0 All All All
Application Mozilla Thunderbird 7.0.1 All All All
Application Mozilla Thunderbird 8.0 All All All
Application Mozilla Thunderbird 9.0 All All All
Application Mozilla Thunderbird 9.0.1 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Application Mozilla Thunderbird Esr 10.0.5 All All All
Application Mozilla Thunderbird Esr 10.0 All All All
Application Mozilla Thunderbird Esr 10.0.1 All All All
Application Mozilla Thunderbird Esr 10.0.2 All All All
Application Mozilla Thunderbird Esr 10.0.3 All All All
Application Mozilla Thunderbird Esr 10.0.4 All All All
Application Mozilla Thunderbird Esr 10.0.5 All All All
Reference Source Link Tags
Repository / Oval Repository OVAL oval.cisecurity.org
Security Advisory SA49972 - Ubuntu update for firefox - Secunia SECUNIA  secunia.com
[security-announce] SUSE-SU-2012:0896-1: important: Security update for SUSE lists.opensuse.org

About Secunia Research | Flexera SECUNIA  secunia.com
USN-1509-2: ubufox update | Ubuntu UBUNTU  www.ubuntu.com
Security Advisory SA49977 - Red Hat update for thunderbird - Secunia SECUNIA  secunia.com
[security-announce] SUSE-SU-2012:0895-1: important: Security update for SUSE lists.opensuse.org
Mozilla Firefox/Thunderbird/Seamonkey CVE-2012-1964 Clickjacking Vulnerability BID www.securityfocus.com
Security Advisory SA49979 - Red Hat update for firefox - Secunia SECUNIA  secunia.com

Security Alerts - Secunia SECUNIA  secunia.com
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A16783
http://secunia.com/advisories/49972
http://lists.opensuse.org/opensuse-security-announce/2012-07/msg00012.html
http://secunia.com/advisories/49994
http://www.ubuntu.com/usn/USN-1509-2
http://secunia.com/advisories/49977
http://lists.opensuse.org/opensuse-security-announce/2012-07/msg00011.html
http://www.securityfocus.com/bid/54581
http://secunia.com/advisories/49979
http://secunia.com/advisories/49965
http://lists.opensuse.org/opensuse-security-announce/2012-07/msg00013.html
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About Secunia Research | Flexera

84011

633691 — (CVE-2012-1964) Mitigate clickjacking of about:certerror

Red Hat Customer Portal

About Secunia Research | Flexera

USN-1509-1: Firefox vulnerabilities | Ubuntu

MFSA 2012-54: Clickjacking of certificate warning page

CVE Program record

NVD vulnerability detail

«

VUV

SECUNIA

OoSvDB

CONFIRM

REDHAT

SECUNIA

UBUNTU

CONFIRM

CVE.ORG

NVD

1212, UPTHIDUST. Uy
secunia.com
osvdb.org
bugzilla.mozilla.org
rhn.redhat.com
secunia.com
www.ubuntu.com
www.mozilla.org Vendor Advisory
canonical

WWW.CVe.org

nvd.nist.gov canonical, analys

i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.ubuntu.com/usn/USN-1509-1
http://www.mozilla.org/security/announce/2012/mfsa2012-54.html
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