
CVE-2012-2005
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2012-2005

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-05-02 22:55:00 UTC

Updated 2019-02-26 14:04:00 UTC

Description Cross-site scripting (XSS) vulnerability in HP Insight Management Agents before 9.0.0.0 on Windows Server 2003 and 2008 allows remote attackers to inject arbitrary web script or HTML via unspecified vectors.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Insight Management Agents 6.30.0.0 All All All

Application Hp Insight Management Agents 6.31.0.0 b All All

Application Hp Insight Management Agents 6.40.0.0 All All All

Application Hp Insight Management Agents 7.0.0.0 All All All

Application Hp Insight Management Agents 7.10.0.0 All All All

Application Hp Insight Management Agents 7.20.0.0 All All All

Application Hp Insight Management Agents 7.30.0.0 All All All

Application Hp Insight Management Agents 7.40.0.0 All All All

Application Hp Insight Management Agents 7.40.1.0 All All All

Application Hp Insight Management Agents 7.41.0.0 All All All

Application Hp Insight Management Agents 7.50.0.0 All All All

Application Hp Insight Management Agents 7.51.0.0 All All All

Application Hp Insight Management Agents 7.60.0.0 All All All

Application Hp Insight Management Agents 7.70.0.0 All All All

Application Hp Insight Management Agents 7.80.0.0 All All All

Application Hp Insight Management Agents 7.90.0.0 All All All

Application Hp Insight Management Agents 7.91.0.0 All All All
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Application Hp Insight Management Agents 7.91.0.0 All All All

Application Hp Insight Management Agents 7.95.0.0 All All All

Application Hp Insight Management Agents 8.0.0.0 All All All

Application Hp Insight Management Agents 8.1.0.0 All All All

Application Hp Insight Management Agents 8.10.0.0 All All All

Application Hp Insight Management Agents 8.11.0.0 All All All

Application Hp Insight Management Agents 8.15.0.0 All All All

Application Hp Insight Management Agents 8.20.0.0 All All All

Application Hp Insight Management Agents 8.22.0.0 All All All

Application Hp Insight Management Agents 8.26.0.0 All All All

Application Hp Insight Management Agents 8.30.0.0 All All All

Application Hp Insight Management Agents 8.40.0.0 All All All

Application Hp Insight Management Agents 8.5 All All All

Application Hp Insight Management Agents 8.50.0.0 All All All

Application Hp Insight Management Agents 8.60.0.0 All All All

Application Hp Insight Management Agents 8.70.0.0 All All All

Application Hp Insight Management Agents 6.30.0.0 All All All

Application Hp Insight Management Agents 6.31.0.0 b All All

Application Hp Insight Management Agents 6.40.0.0 All All All

Application Hp Insight Management Agents 7.0.0.0 All All All

Application Hp Insight Management Agents 7.10.0.0 All All All

Application Hp Insight Management Agents 7.20.0.0 All All All

Application Hp Insight Management Agents 7.30.0.0 All All All

Application Hp Insight Management Agents 7.40.0.0 All All All

Application Hp Insight Management Agents 7.40.1.0 All All All

Application Hp Insight Management Agents 7.41.0.0 All All All

Application Hp Insight Management Agents 7.50.0.0 All All All

Application Hp Insight Management Agents 7.51.0.0 All All All

Application Hp Insight Management Agents 7.60.0.0 All All All

Application Hp Insight Management Agents 7.70.0.0 All All All

Application Hp Insight Management Agents 7.80.0.0 All All All

Application Hp Insight Management Agents 7.90.0.0 All All All

Application Hp Insight Management Agents 7.91.0.0 All All All

Application Hp Insight Management Agents 7.95.0.0 All All All

Application Hp Insight Management Agents 8.0.0.0 All All All

Application Hp Insight Management Agents 8.1.0.0 All All All
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Application Hp Insight Management Agents 8.10.0.0 All All All

Application Hp Insight Management Agents 8.11.0.0 All All All

Application Hp Insight Management Agents 8.15.0.0 All All All

Application Hp Insight Management Agents 8.20.0.0 All All All

Application Hp Insight Management Agents 8.22.0.0 All All All

Application Hp Insight Management Agents 8.26.0.0 All All All

Application Hp Insight Management Agents 8.30.0.0 All All All

Application Hp Insight Management Agents 8.40.0.0 All All All

Application Hp Insight Management Agents 8.5 All All All

Application Hp Insight Management Agents 8.50.0.0 All All All

Application Hp Insight Management Agents 8.60.0.0 All All All

Application Hp Insight Management Agents 8.70.0.0 All All All

Application Hp Insight Management Agents All b All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows 2003 Server All All All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Server 2008 - All x64 All

Operating System Microsoft Windows Server 2008 - All All All

Operating System Microsoft Windows Server 2008 - All x64 All

References

Reference

SecurityFocus

Security Alerts - Secunia

81668

IBM X-Force Exchange

HP Insight Management Agents Unspecified Multiple Remote Security Vulnerabilities

HP Insight Management Agents for Windows Server Bugs Permit Cross-Site Scripting, Cross-Site Request Forgery, and URL Redirection Attacks - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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