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Summary

CVE CVE-2012-2055

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-04-05 14:55:06 UTC

Updated 2026-04-29 01:13:23 UTC

Description GitHub Enterprise before 20120304 does not properly restrict the use of a hash to provide values for a model's attributes, which allows remote attackers to set the public_key[user_id] value via a modified URL for the public-key update form, related to a "mass assignment" vulnerability.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

Problem Types: CWE-913 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2012-2055/mitre
https://cve.report/CVE-2012-2055/nist
https://cve.report/CVE-2012-2055/cve_org
https://cve.report/api/cve/CVE-2012-2055.json
https://cve.report/CVE-2012-2055.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:P/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Github Github All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link Tags

Public Key Security Vulnerability and Mitigation · GitHub af854a3a-2127-422b-91ae-364da2661108 github.com Vendor Advisory

GitHub incidents spawns Rails security debate [LWN.net] af854a3a-2127-422b-91ae-364da2661108 lwn.net Third Party Advisory

Egor Homakov: How-To af854a3a-2127-422b-91ae-364da2661108 homakov.blogspot.com Issue Tracking

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108 exchange.xforce.ibmcloud.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

None

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

Partial

Availability

None

http://cve.report/vendor/github
http://cve.report/software/github/github
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://github.com/blog/1068-public-key-security-vulnerability-and-mitigation
http://lwn.net/Articles/488702/
http://homakov.blogspot.com/2012/03/how-to.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/74812
https://www.cve.org/CVERecord?id=CVE-2012-2055
https://nvd.nist.gov/vuln/detail/CVE-2012-2055


There are currently no legacy QID mappings associated with this CVE.
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