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SQL injection vulnerability in the get_last_conversation_lines function in common/logger.py in Gajim before 0.15 allows rerr

| 1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gajim Gajim 0.1 All All All
Gajim Gajim 0.10 All All All
Gajim Gajim 0.10.1 All All All
Gajim Gajim 0.11 All All All
Gajim Gajim 0.11.1 All All All
Gajim Gajim 0.11.2 All All All
Gajim Gajim 0.11.3 All All All
Gajim Gajim 0.11.4 All All All
Gajim Gajim 0.12 All All All
Gajim Gajim 0.12.1 All All Al
Gajim Gajim 0.12.2 All All All
Gajim Gajim 0.12.3 All All All
Gajim Gajim 0.12.4 All All All
Gajim Gajim 0.12.5 All All All
Gajim Gajim 0.12.5 alphat All All
Gajim Gajim 0.12.5 beta1 Al Al
Gaijim Gaijim 0.13 All All All
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Application Gajim Gajim 0.12.2 All All All
Application Gajim Gajim 0.12.3 All All All
Application Gajim Gajim 0.12.4 All All All
Application Gajim Gajim 0.125 All All All
Application Gajim Gajim 0.12.5 alphat All All
Application Gajim Gajim 0.125 beta1 All All
Application Gajim Gajim 0.13 All All All
Application Gajim Gajim 0.13.1 All All All
Application Gajim Gajim 0.13.2 All All All
Application Gajim Gajim 0.13.3 All All All
Application Gajim Gajim 0.13.4 All All All
Application Gajim Gajim 0.14 All All All
Application Gajim Gajim 0.14.1 All All All
Application Gajim Gajim 0.14.2 All All All
Application Gajim Gajim 0.14.3 All All All
Application Gajim Gajim 0.2 All All All
Application Gajim Gajim 0.2.1 All All All
Application Gajim Gajim 0.3 All All All
Application Gajim Gajim 0.4 All All All
Application Gajim Gajim 0.4.1 All All All
Application Gajim Gajim 0.5 All All All
Application Gajim Gajim 0.5.1 All All All
Application Gajim Gajim 0.6 All All All
Application Gajim Gajim 0.6.1 All All All
Application Gajim Gajim 0.7 All All All
Application Gajim Gajim 0.7.1 All All All
Application Gajim Gajim 0.8 All All All
Application Gajim Gajim 0.8.1 All All All
Application Gajim Gajim 0.8.2 All All All
Application Gajim Gajim 0.9 All All All
Application Gajim Gajim 0.9.1 All All All

References
Reference Source Link
Security Advisory SA48794 - Debian update for gajim - Secunia SECUNIA  secunia.com

About Secunia Research | Flexera SECUNIA  secunia.com
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Sign in - GitLab CONFIRM trac.gajim.org

Gajim SQL Injection and Code Execution Vulnerabilities BID www.securityfocus
Gentoo Linux Documentation -- Gajim: Multiple vulnerabilities GENTOO  security.gentoo.or¢
oss-security - CVE request: gajim - code execution and sql injection MLIST www.openwall.con
oss-security - Re: CVE request: gajim - code execution and sql injection MLIST www.openwall.con

Possible SQL injection through _build_contact_where return results (#7034) - Issues - gajim / gajim - GitL,ab CONFIRM trac.gajim.org

CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
4] | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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