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ISPConfig 3.0.4.3: the "Add new Webdav user" can chmod and chown entire server from client interface.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Ispconfig Ispconfig 3.0.4.3 All All Al
Ispconfig Ispconfig 3.0.4.3 All All All

References

Reference

«

Source

oss-security - Re: CVE for ISPConfig 3.0.4.3 "Add new Webdav user" can chmod and chown entire server from client interface  MISC

ISPConfig 'webdav_user_edit.php' Security Bypass Vulnerability MISC

IBM X-Force Exchange MISC
oss-security - CVE for ISPConfig 3.0.4.3 "Add new Webdav user" can chmod and chown entire server from client interface MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

|

No vendor comments have been submitted for this CVE.

There are currently no
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legacy QID mappings associated with this CVE.
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