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Summary

CVE CVE-2012-2088

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-07-22 17:55:00 UTC

Updated 2023-02-13 04:33:00 UTC

Description Integer signedness error in the TIFFReadDirectory function in tif_dirread.c in libtiff 3.9.4 and earlier allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via a negative tile depth in a tiff image, which triggers an improper conversion between signed and unsigned types, leading to a heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libtiff Libtiff 3.4 All All All

Application Libtiff Libtiff 3.4 beta18 All All

Application Libtiff Libtiff 3.4 beta24 All All

Application Libtiff Libtiff 3.4 beta28 All All

Application Libtiff Libtiff 3.4 beta29 All All

Application Libtiff Libtiff 3.4 beta31 All All

Application Libtiff Libtiff 3.4 beta32 All All

Application Libtiff Libtiff 3.4 beta34 All All

Application Libtiff Libtiff 3.4 beta35 All All

Application Libtiff Libtiff 3.4 beta36 All All

Application Libtiff Libtiff 3.4 beta37 All All

Application Libtiff Libtiff 3.5.1 All All All

Application Libtiff Libtiff 3.5.2 All All All

Application Libtiff Libtiff 3.5.3 All All All

Application Libtiff Libtiff 3.5.4 All All All

Application Libtiff Libtiff 3.5.5 All All All

Application Libtiff Libtiff 3.5.6 All All All

https://cve.report/
https://cve.report/CVE-2012-2088/mitre
https://cve.report/CVE-2012-2088/nist
https://cve.report/CVE-2012-2088/cve_org
https://cve.report/api/cve/CVE-2012-2088.json
https://cve.report/CVE-2012-2088.pdf
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff


Application Libtiff Libtiff 3.5.6 All All All

Application Libtiff Libtiff 3.5.6 beta All All

Application Libtiff Libtiff 3.5.7 All All All

Application Libtiff Libtiff 3.5.7 alpha All All

Application Libtiff Libtiff 3.5.7 alpha2 All All

Application Libtiff Libtiff 3.5.7 alpha3 All All

Application Libtiff Libtiff 3.5.7 alpha4 All All

Application Libtiff Libtiff 3.5.7 beta All All

Application Libtiff Libtiff 3.6.0 All All All

Application Libtiff Libtiff 3.6.0 beta All All

Application Libtiff Libtiff 3.6.0 beta2 All All

Application Libtiff Libtiff 3.6.1 All All All

Application Libtiff Libtiff 3.7.0 All All All

Application Libtiff Libtiff 3.7.0 alpha All All

Application Libtiff Libtiff 3.7.0 beta All All

Application Libtiff Libtiff 3.7.0 beta2 All All

Application Libtiff Libtiff 3.7.1 All All All

Application Libtiff Libtiff 3.7.2 All All All

Application Libtiff Libtiff 3.7.3 All All All

Application Libtiff Libtiff 3.7.4 All All All

Application Libtiff Libtiff 3.8.0 All All All

Application Libtiff Libtiff 3.8.1 All All All

Application Libtiff Libtiff 3.8.2 All All All

Application Libtiff Libtiff 3.9 All All All

Application Libtiff Libtiff 3.9.0 All All All

Application Libtiff Libtiff 3.9.0 beta All All

Application Libtiff Libtiff 3.9.1 All All All

Application Libtiff Libtiff 3.9.2 All All All

Application Libtiff Libtiff 3.9.2-5.2.1 All All All

Application Libtiff Libtiff 3.9.3 All All All

Application Libtiff Libtiff 3.4 All All All

Application Libtiff Libtiff 3.4 beta18 All All

Application Libtiff Libtiff 3.4 beta24 All All

Application Libtiff Libtiff 3.4 beta28 All All

Application Libtiff Libtiff 3.4 beta29 All All

Application Libtiff Libtiff 3.4 beta31 All All
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Application Libtiff Libtiff 3.4 beta32 All All

Application Libtiff Libtiff 3.4 beta34 All All

Application Libtiff Libtiff 3.4 beta35 All All

Application Libtiff Libtiff 3.4 beta36 All All

Application Libtiff Libtiff 3.4 beta37 All All

Application Libtiff Libtiff 3.5.1 All All All

Application Libtiff Libtiff 3.5.2 All All All

Application Libtiff Libtiff 3.5.3 All All All

Application Libtiff Libtiff 3.5.4 All All All

Application Libtiff Libtiff 3.5.5 All All All

Application Libtiff Libtiff 3.5.6 All All All

Application Libtiff Libtiff 3.5.6 beta All All

Application Libtiff Libtiff 3.5.7 All All All

Application Libtiff Libtiff 3.5.7 alpha All All

Application Libtiff Libtiff 3.5.7 alpha2 All All

Application Libtiff Libtiff 3.5.7 alpha3 All All

Application Libtiff Libtiff 3.5.7 alpha4 All All

Application Libtiff Libtiff 3.5.7 beta All All

Application Libtiff Libtiff 3.6.0 All All All

Application Libtiff Libtiff 3.6.0 beta All All

Application Libtiff Libtiff 3.6.0 beta2 All All

Application Libtiff Libtiff 3.6.1 All All All

Application Libtiff Libtiff 3.7.0 All All All

Application Libtiff Libtiff 3.7.0 alpha All All

Application Libtiff Libtiff 3.7.0 beta All All

Application Libtiff Libtiff 3.7.0 beta2 All All

Application Libtiff Libtiff 3.7.1 All All All

Application Libtiff Libtiff 3.7.2 All All All

Application Libtiff Libtiff 3.7.3 All All All

Application Libtiff Libtiff 3.7.4 All All All

Application Libtiff Libtiff 3.8.0 All All All

Application Libtiff Libtiff 3.8.1 All All All

Application Libtiff Libtiff 3.8.2 All All All

Application Libtiff Libtiff 3.9 All All All

Application Libtiff Libtiff 3.9.0 All All All

Application Libtiff Libtiff 3.9.0 beta All All
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Application Libtiff Libtiff 3.9.0 beta All All

Application Libtiff Libtiff 3.9.1 All All All

Application Libtiff Libtiff 3.9.2 All All All

Application Libtiff Libtiff 3.9.2-5.2.1 All All All

Application Libtiff Libtiff 3.9.3 All All All

Application Libtiff Libtiff All All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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