=

VE-2012-2

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2012-2098
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-29 19:55:00 UTC
Updated 2023-11-07 02:10:00 UTC
Description Algorithmic complexity vulnerability in the sorting algorithms in bzip2 compressing stream (BZip2CompressorOutputStream
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Commons-compress 1.0 All All All
Application Apache Commons-compress 1.1 All All All
Application Apache Commons-compress 1.2 All All All
Application Apache Commons-compress 1.3 All All All
Application Apache Commons-compress 1.0 All All All
Application Apache Commons-compress 1.1 All All All
Application Apache Commons-compress 1.2 All All All
Application Apache Commons-compress 1.3 All All All
Application Apache Commons-compress All All All All
Application Apache Commons Compress All All All All
Reference

Commons Compress Security Reports
Apache Commons Compress BZip2CompressorOutputStream() Sorting Algorithm Lets Remote or Local Users Deny Service - SecurityTracke
[SECURITY] Fedora 16 Update: apache-commons-compress-1.4.1-1.fc16
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Apache Ant - Apache Ant Security Reports

20120523 [CVE-2012-2098] Apache Commons Compress and Apache Ant denial of service vulnerability

82161

Pony Mail!

[SECURITY] Fedora 18 Update: plexus-archiver-2.3-1.fc18

IBM Security Bulletin: Potential Security Vulnerabilities fixed in IBM WebSphere Application Server 8.0.0.7 - United States
IBM X-Force Exchange

oss-security - CVE-2023-42503: Apache Commons Compress: Denial of service via CPU consumption for malformed TAR file
[SECURITY] Fedora 17 Update: apache-commons-compress-1.4.1-1.fc17

[SECURITY] Fedora 17 Update: plexus-archiver-2.3-1.fc17

Pony Mail!

Security Advisory SA49286 - Apache Ant Bzip2 Compression Denial of Service Vulnerability - Secunia

Apache Commons Compress / Apache Ant Denial Of Service = Packet Storm

Apache Commons Compress and Apache Ant CVE-2012-2098 Denial Of Service Vulnerability

Oracle Critical Patch Update Advisory - January 2021

CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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