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Certain versions of Nova from Openstack contain the following

vulnerability:

Openstack Compute (Nova) Folsom, 2012.1, and 2011.3 does not limit
the number of security group rules, which allows remote authenticated
users with certain permissions to cause a denial of service (CPU and
hard drive consumption) via a network request that triggers a large

number of iptables rules.

CVE-2012-2101 has been assigned by & secalert@redhat.com to track the vulnerability
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There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Openstack Nova
Application Openstack Nova
Application Openstack Nova
Application Openstack Nova
Application Openstack Nova
Application Openstack Nova

Version Update Edition Language
2011.3 All All All
2012.1 All All All
folsom All All All
2011.3 All All All
2012.1 All All All
folsom All All All
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No vendor comments have been submitted for this CVE
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