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Summary

CVE CVE-2012-2105

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-19 19:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Multiple SQL injection vulnerabilities in login.php in Timesheet Next Gen 1.5.2 allow remote attackers to execute arbitrary SQL commands via the (1) username or (2) password parameters.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Peter Kovacs Timesheet Next Gen 1.5.2 All All All

Application Peter Kovacs Timesheet Next Gen 1.5.2 All All All

References

Reference Source Link

20120302 Timesheet Next Gen 1.5.2 Multiple SQLi BUGTRAQ archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

oss-security - CVE-request: Timesheet Next Gen 1.5.2 Multiple SQLi MLIST www.openwall.com

oss-security - Re: CVE-request: Timesheet Next Gen 1.5.2 Multiple SQLi MLIST www.openwall.com

504 Gateway Time-out BID www.securityfocus.com

Security Advisory SA48239 - Timesheet Next Gen &quot;password&quot; SQL Injection Vulnerability - Secunia SECUNIA secunia.com

Timesheet Next Gen 1.5.2 Multiple SQLi EXPLOIT-DB www.exploit-db.com

SourceForge.net: Project Hosted Application mantisbt: tsheetx - 0000122: SQL Injection - Mantis MISC sourceforge.net

79804 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2012-2105/mitre
https://cve.report/CVE-2012-2105/nist
https://cve.report/CVE-2012-2105/cve_org
https://cve.report/api/cve/CVE-2012-2105.json
https://cve.report/CVE-2012-2105.pdf
http://cve.report/vendor/peter_kovacs
http://cve.report/software/peter_kovacs/timesheet_next_gen
http://cve.report/vendor/peter_kovacs
http://cve.report/software/peter_kovacs/timesheet_next_gen
http://archives.neohapsis.com/archives/bugtraq/2012-03/0011.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/73680
http://www.openwall.com/lists/oss-security/2012/04/16/4
http://www.openwall.com/lists/oss-security/2012/04/16/7
http://www.securityfocus.com/bid/52270
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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