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PUBLIC
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CVE Program / NVD first with legacy fallback
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Cross-site scripting (XSS) vulnerability in the Exception Handler in TYPO3 4.4.x before 4.4.15, 4.5.x before 4.5.15, 4.6.x be
| i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Typo3 Typo3 4.4.0 All All All
Typo3 Typo3 4.41 All All All
Typo3 Typo3 4410 All All All
Typo3 Typo3 4411 All All All
Typo3 Typo3 4412 All All All
Typo3 Typo3 4413 All All All
Typo3 Typo3 4414 All All All
Typo3 Typo3 442 All All All
Typo3 Typo3 443 All All All
Typo3 Typo3 444 All All All
Typo3 Typo3 4.45 All All All
Typo3 Typo3 446 All All All
Typo3 Typo3 4.4.7 All All All
Typo3 Typo3 448 All All All
Typo3 Typo3 449 All All All
Typo3 Typo3 45.0 All All All
Typo3 Typo3 451 All All All
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Application Typo3 Typo3 4.4.8 All All All
Application Typo3 Typo3 449 All All All
Application Typo3 Typo3 4.5.0 All All All
Application Typo3 Typo3 451 All All All
Application Typo3 Typo3 4.5.10 All All All
Application Typo3 Typo3 4511 All All All
Application Typo3 Typo3 4512 All All All
Application Typo3 Typo3 4513 All All All
Application Typo3 Typo3 4514 All All All
Application Typo3 Typo3 452 All All All
Application Typo3 Typo3 453 All All All
Application Typo3 Typo3 454 All All All
Application Typo3 Typo3 455 All All All
Application Typo3 Typo3 45.6 All All All
Application Typo3 Typo3 457 All All All
Application Typo3 Typo3 458 All All All
Application Typo3 Typo3 459 All All All
Application Typo3 Typo3 4.6.0 All All All
Application Typo3 Typo3 4.6.1 All All All
Application Typo3 Typo3 4.6.2 All All All
Application Typo3 Typo3 463 All All All
Application Typo3 Typo3 4.6.4 All All All
Application Typo3 Typo3 465 All All All
Application Typo3 Typo3 4.6.6 All All All
Application Typo3 Typo3 46.7 All All All
Application Typo3 Typo3 4.7 All All All
Reference Source Link
[TYPOS3-announce] Cross-Site Scripting Vulnerability in TYPO3 Core MLIST lists.typo3.org
Debian -- Security Information -- DSA-2455-1 typo3-src DEBIAN www.debian.org
TYPOS3 Exception Handler Cross Site Scripting Vulnerability BID www.securityfocus.com
oss-security - Re: CVE-request: TYPO3-CORE-SA-2012-002 XSS in TYPO3 Core MLIST www.openwall.com
oss-security - CVE-request: TYPO3-CORE-SA-2012-002 XSS in TYPOS3 Core MLIST www.openwall.com
Cross-Site Scripting Vulnerability in TYPOS3 Core - TYPOS3 - The Enterprise Open Source CMS CONFIRM typo3.org
[TYPOS3-announce] Announcing TYPO3 4.4.15, 4.5.15 and 4.6.8 MLIST lists.typo3.org
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
a G|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

996677 PHP (Composer) Security Update for typo3/cms (GHSA-qfr3-29w6-hwpg)
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