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Summary

CVE CVE-2012-2122

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-06-26 18:55:00 UTC

Updated 2014-02-21 04:50:00 UTC

Description sql/password.c in Oracle MySQL 5.1.x before 5.1.63, 5.5.x before 5.5.24, and 5.6.x before 5.6.6, and MariaDB 5.1.x before 5.1.62, 5.2.x before 5.2.12, 5.3.x before 5.3.6, and 5.5.x before 5.5.23, when running in certain environments with certain implementations of the memcmp function, allows remote attackers to bypass authentication by repeatedly authenticating with the same incorrect password, which eventually causes a token comparison to succeed due to an improperly-checked return value.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mariadb Mariadb 5.1.41 All All All

Application Mariadb Mariadb 5.1.42 All All All

Application Mariadb Mariadb 5.1.44 All All All

Application Mariadb Mariadb 5.1.47 All All All

Application Mariadb Mariadb 5.1.49 All All All

Application Mariadb Mariadb 5.1.50 All All All

Application Mariadb Mariadb 5.1.51 All All All

Application Mariadb Mariadb 5.1.53 All All All

Application Mariadb Mariadb 5.1.55 All All All

Application Mariadb Mariadb 5.1.60 All All All

Application Mariadb Mariadb 5.1.61 All All All

Application Mariadb Mariadb 5.2.0 All All All

Application Mariadb Mariadb 5.2.1 All All All

Application Mariadb Mariadb 5.2.10 All All All

Application Mariadb Mariadb 5.2.11 All All All

Application Mariadb Mariadb 5.2.2 All All All

Application Mariadb Mariadb 5.2.3 All All All
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Application Mariadb Mariadb 5.2.3 All All All

Application Mariadb Mariadb 5.2.4 All All All

Application Mariadb Mariadb 5.2.5 All All All

Application Mariadb Mariadb 5.2.6 All All All

Application Mariadb Mariadb 5.2.7 All All All

Application Mariadb Mariadb 5.2.8 All All All

Application Mariadb Mariadb 5.2.9 All All All

Application Mariadb Mariadb 5.3.0 All All All

Application Mariadb Mariadb 5.3.1 All All All

Application Mariadb Mariadb 5.3.2 All All All

Application Mariadb Mariadb 5.3.3 All All All

Application Mariadb Mariadb 5.3.4 All All All

Application Mariadb Mariadb 5.3.5 All All All

Application Mariadb Mariadb 5.3.6 All All All

Application Mariadb Mariadb 5.5.20 All All All

Application Mariadb Mariadb 5.5.21 All All All

Application Mariadb Mariadb 5.5.22 All All All

Application Mariadb Mariadb 5.1.41 All All All

Application Mariadb Mariadb 5.1.42 All All All

Application Mariadb Mariadb 5.1.44 All All All

Application Mariadb Mariadb 5.1.47 All All All

Application Mariadb Mariadb 5.1.49 All All All

Application Mariadb Mariadb 5.1.50 All All All

Application Mariadb Mariadb 5.1.51 All All All

Application Mariadb Mariadb 5.1.53 All All All

Application Mariadb Mariadb 5.1.55 All All All

Application Mariadb Mariadb 5.1.60 All All All

Application Mariadb Mariadb 5.1.61 All All All

Application Mariadb Mariadb 5.2.0 All All All

Application Mariadb Mariadb 5.2.1 All All All

Application Mariadb Mariadb 5.2.10 All All All

Application Mariadb Mariadb 5.2.11 All All All

Application Mariadb Mariadb 5.2.2 All All All

Application Mariadb Mariadb 5.2.3 All All All

Application Mariadb Mariadb 5.2.4 All All All

Application Mariadb Mariadb 5.2.5 All All All
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Application Mariadb Mariadb 5.2.6 All All All

Application Mariadb Mariadb 5.2.7 All All All

Application Mariadb Mariadb 5.2.8 All All All

Application Mariadb Mariadb 5.2.9 All All All

Application Mariadb Mariadb 5.3.0 All All All

Application Mariadb Mariadb 5.3.1 All All All

Application Mariadb Mariadb 5.3.2 All All All

Application Mariadb Mariadb 5.3.3 All All All

Application Mariadb Mariadb 5.3.4 All All All

Application Mariadb Mariadb 5.3.5 All All All

Application Mariadb Mariadb 5.3.6 All All All

Application Mariadb Mariadb 5.5.20 All All All

Application Mariadb Mariadb 5.5.21 All All All

Application Mariadb Mariadb 5.5.22 All All All

Application Oracle Mysql 5.1.51 All All All

Application Oracle Mysql 5.1.52 All All All

Application Oracle Mysql 5.1.52 sp1 All All

Application Oracle Mysql 5.1.53 All All All

Application Oracle Mysql 5.1.54 All All All

Application Oracle Mysql 5.1.55 All All All

Application Oracle Mysql 5.1.56 All All All

Application Oracle Mysql 5.1.57 All All All

Application Oracle Mysql 5.1.58 All All All

Application Oracle Mysql 5.1.59 All All All

Application Oracle Mysql 5.1.60 All All All

Application Oracle Mysql 5.1.61 All All All

Application Oracle Mysql 5.5.10 All All All

Application Oracle Mysql 5.5.11 All All All

Application Oracle Mysql 5.5.12 All All All

Application Oracle Mysql 5.5.13 All All All

Application Oracle Mysql 5.5.14 All All All

Application Oracle Mysql 5.5.15 All All All

Application Oracle Mysql 5.5.16 All All All

Application Oracle Mysql 5.5.17 All All All

Application Oracle Mysql 5.5.18 All All All

Application Oracle Mysql 5.5.19 All All All
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Application Oracle Mysql 5.5.19 All All All

Application Oracle Mysql 5.5.20 All All All

Application Oracle Mysql 5.5.21 All All All

Application Oracle Mysql 5.6.2 All All All

Application Oracle Mysql 5.6.3 All All All

Application Oracle Mysql 5.6.4 All All All

Application Oracle Mysql 5.6.5 All All All

Application Oracle Mysql 5.1.51 All All All

Application Oracle Mysql 5.1.52 All All All

Application Oracle Mysql 5.1.52 sp1 All All

Application Oracle Mysql 5.1.53 All All All

Application Oracle Mysql 5.1.54 All All All

Application Oracle Mysql 5.1.55 All All All

Application Oracle Mysql 5.1.56 All All All

Application Oracle Mysql 5.1.57 All All All

Application Oracle Mysql 5.1.58 All All All

Application Oracle Mysql 5.1.59 All All All

Application Oracle Mysql 5.1.60 All All All

Application Oracle Mysql 5.1.61 All All All

Application Oracle Mysql 5.5.10 All All All

Application Oracle Mysql 5.5.11 All All All

Application Oracle Mysql 5.5.12 All All All

Application Oracle Mysql 5.5.13 All All All

Application Oracle Mysql 5.5.14 All All All

Application Oracle Mysql 5.5.15 All All All

Application Oracle Mysql 5.5.16 All All All

Application Oracle Mysql 5.5.17 All All All

Application Oracle Mysql 5.5.18 All All All

Application Oracle Mysql 5.5.19 All All All

Application Oracle Mysql 5.5.20 All All All

Application Oracle Mysql 5.5.21 All All All

Application Oracle Mysql 5.6.2 All All All

Application Oracle Mysql 5.6.3 All All All

Application Oracle Mysql 5.6.4 All All All

Application Oracle Mysql 5.6.5 All All All
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References

Reference Source Link

MySQL Bugs: #64884: logins with incorrect password are allowed MISC bugs.mysql.com

MySQL Remote Root Authentication Bypass EXPLOIT-DB www.exploit-db.com

Oracle MySQL CVE-2012-2122 User Login Security Bypass Vulnerability BID www.securityfocus.com

MySQL memcmp() Comparison Error Lets Remote Users Bypass Authentication - SecurityTracker SECTRACK securitytracker.com

About Secunia Research | Flexera SECUNIA secunia.com

oss-sec: Security vulnerability in MySQL/MariaDB sql/password.c MLIST seclists.org

Gentoo Linux Documentation -- MySQL: Multiple vulnerabilities GENTOO security.gentoo.org

CVE-2012-2122: A Tragically Comedic Security Flaw in MySQL MISC community.rapid7.com

Security Alerts - Secunia SECUNIA secunia.com

[security-announce] SUSE-SU-2012:0984-1: important: Security update for SUSE lists.opensuse.org

MariaDB 5.1.62 Release Notes - AskMonty KnowledgeBase CONFIRM kb.askmonty.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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