CVE-2012-2135

Published on: 08/14/2012 12:00:00 AM UTC
Last Modified on: 02/13/2023 04:13:24 AM UTC

CVE-2012-2135

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCRINAP Certain versions of Ubuntu Linux from Canonical contain the following
’ vulnerability:

The utf-16 decoder in Python 3.1 through 3.3 does not update the
aligned_end variable after calling the
unicode_decode_call_errorhandler function, which allows remote
attackers to obtain sensitive information (process memory) or cause a
denial of service (memory corruption and crash) via unspecified

vectors.

CVE-2012-2135 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

oss-security - Re: CVE Request: Python 3.2/3.3 utf-16 ¢ > MLIST [oss-security] 20120425 Re: CVE Request:

decoder unicode_decode_call_errorhandler aligned_end is Python 3.2/3.3 utf-16 decoder

not updated unicode_decode_call_errorhandler aligned_end is not
updated

USN-1615-1: Python 3.2 vulnerabilities | Ubuntu Tl @® UBUNTU USN-1615-1

Security Advisory SA51089 - Ubuntu update for python3.2 - >{ SECUNIA 51089

Secunia

USN-1616-1: Python 3.1 vulnerabilities | Ubuntu T @® UBUNTU USN-1616-1



https://cve.report/
https://cve.report/CVE-2012-2135/mitre
https://cve.report/CVE-2012-2135/nist
https://cve.report/CVE-2012-2135/cve_org
https://cve.report/CVE-2012-2135.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.openwall.com/lists/oss-security/2012/04/25/4
http://www.ubuntu.com/usn/USN-1615-1
https://web.archive.org/web/2012/http://secunia.com/advisories/51089
http://www.ubuntu.com/usn/USN-1616-1

oss-security - CVE Request: Python 3.2/3.3 utf-16 decoder ¢ > MLIST [oss-security] 20120425 CVE Request:

unicode_decode_call_errorhandler aligned_end is not updated Python 3.2/3.3 utf-16 decoder
unicode_decode_call_errorhandler aligned_end is not
updated

#670389 - python3: CVE-2012-2135 utf-16 decoder (@ MISC bugs.debian.org/cgi-bin/bugreport.cgi?

unicode_decode_call_errorhandler aligned_end is not updated bug=670389

- Debian Bug report logs

Security Advisory SA51087 - Ubuntu update for python3.1 - ){ SECUNIA 51087

Secunia

Issue 14579: CVE-2012-2135: Vulnerability in the utf-16 @, MISC bugs.python.org/issue14579

decoder after error handling - Python tracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Canonical Ubuntu Linux 10.04 All All All
System

Operating Canonical Ubuntu Linux 11.04 All All All
System

Operating Canonical Ubuntu Linux 11.10 All All All
System

Operating Canonical Ubuntu Linux 12.04 All All All
System

Operating Canonical Ubuntu Linux 12.10 All All All
System

Operating Debian Debian Linux 6.0 All All All
System

Application Python Python All All All All
Application Python Python 3.1 All All All
Application Python Python 3.1.1 All All All
Application Python Python 3.1.2 All All All
Application Python Python 3.15 All All All
Application Python Python 3.2 alpha All All
Application Python Python 3.2.2150 All All All
Application Python Python 323 All All All
Application Python Python 3.3 All All All

Application Python Python 3.3 beta2 All All
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Application Python Python 3.1
Application Python Python 3.1.1
Application Python Python 3.1.2
Application Python Python 3.1.5
Application Python Python 3.2
Application Python Python 3.2.2150
Application Python Python 3.2.3
Application Python Python 3.3
Application Python Python 3.3

KKk ukokak,

cpe:2.3:0:canonical:ubuntu_linux:10.04:*:*:*:-**:*:

Kk kKK kK,

cpe:2.3:0:canonical:ubuntu_linux:11.04:**:****:*:

Kk koK kKK,

cpe:2.3:0:canonical:ubuntu_linux:11.10:******:*:

kakak._Jkukok,

cpe:2.3:0:canonical:ubuntu_linux:12.04:*:*:*:-*:*:*:

cpe:2.3:a:python:python:3.1:" " ™

cpe:2.3:a:python:python:3.1.1 " "

cpe:2.3:a:python:python:3.1.2: " "

cpe:2.3:a:python:python:3.1.5: " "

cpe:2.3:a:python:python:3.2.3: ™" """

akLk LKLk LK LKLk,

cpe:2.3:a:python:python:3.3:*: """ ::

dkukakukakak.

cpe:2.3:a:python:python:3.3:beta2:*:*:*:*:*:*:
cpe:2.3:a:python:python:3.1:*:*:***
cpe:2.3:a:python:python:3.1.1 %%
cpe:2.3:a:python:python:3.1.2:: " *:*:
cpe:2.3:a:python:python:3.1.5:*: " *:*:

dkkakkkuk.

cpe:2.3:a:python:python:3.2:alpha:*:*:*:*:*:*:
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cpe:2.3:a:python:python:3.2.2150::* " *:*:*:

cpe:2.3:a:python:python:3.2.3:

cpe:2.3:a:python:python:3.3:* " "

cpe:2.3:a:python:python:3.3:beta2:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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