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CVE CVE-2012-2142
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-09 21:15:00 UTC
Updated 2020-01-15 18:30:00 UTC
Description The error function in Error.cc in poppler before 0.21.4 allows remote attackers to execute arbitrary commands via a PDF co

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Freedesktop Poppler All All All All
Application Freedesktop Poppler All All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Opensuse Opensuse 12.2 All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Operating System Redhat Enterprise Linux 5.0 All All All
Operating System Redhat Enterprise Linux 6.0 All All All
Application Xpdfreader Xpdf 3.02 All All All
Application Xpdfreader Xpdf 3.02 All All All
Reference

openSUSE-SU-2013:1371-1: moderate: poppler: fixed terminal escape sequen
oss-security - Re: [CVE assignment notification] CVE-2012-2142 poppler, xpdf: Insufficient sanitization of escape sequences in the error mess
789936 — (CVE-2012-2142) CVE-2012-2142 poppler, xpdf: Insufficient sanitization of escape sequences in the error messages

oss-security - [CVE assignment notification] CVE-2012-2142 poppler, xpdf: Insufficient sanitization of escape sequences in the error message
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poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler)
poppler/poppler - The poppler pdf rendering library (mirrored from https://gitlab.freedesktop.org/poppler/poppler)
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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