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Summary

CVE CVE-2012-2145

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-09-28 15:55:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description Apache Qpid 0.17 and earlier does not properly restrict incoming client connections, which allows remote attackers to cause a denial of service (file descriptor consumption) via a large number of incomplete connections.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Qpid 0.10 All All All

Application Apache Qpid 0.12 All All All

Application Apache Qpid 0.14 All All All

Application Apache Qpid 0.16 All All All

Application Apache Qpid 0.6 All All All

Application Apache Qpid 0.7 All All All

Application Apache Qpid 0.8 All All All

Application Apache Qpid 0.9 All All All

Application Apache Qpid All All All All

Application Apache Qpid 0.10 All All All

Application Apache Qpid 0.12 All All All

Application Apache Qpid 0.14 All All All

Application Apache Qpid 0.16 All All All

Application Apache Qpid 0.6 All All All

Application Apache Qpid 0.7 All All All

Application Apache Qpid 0.8 All All All

Application Apache Qpid 0.9 All All All
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Application Apache Qpid 0.9 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

Security Advisory SA50573 - Apache Qpid Incomplete Client Connection Handling Broker Denial of Service Vulnerability - Secunia SECUNIA

[QPID-4021] Badly behaved clients can still clog up the broker - ASF JIRA MISC

Security Advisory SA50698 - Red Hat update for Red Hat Enterprise MRG - Secunia SECUNIA

Security Advisory SA50699 - Red Hat update for qpid - Secunia SECUNIA

IBM X-Force Exchange XF

Red Hat Customer Portal REDHAT

Apache Qpid (qpidd) Denial of Service Vulnerability BID

[QPID-2616] Qpid C++ broker: disconnect client when handshake incomplete - ASF JIRA MISC

817175 – (CVE-2012-2145) CVE-2012-2145 qpid-cpp: not closing incomplete connections exhausts file descriptors, leading to DoS MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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