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Summary

CVE CVE-2012-2150

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-25 17:59:00 UTC

Updated 2016-12-07 03:00:00 UTC

Description xfs_metadump in xfsprogs before 3.2.4 does not properly obfuscate file data, which allows remote attackers to obtain sensitive information by reading a generated image.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sgi Xfsprogs All All All All

References

Reference Source Link Tags

oss-security - CVE-2012-2150 xfsprogs: xfs_metadump information disclosure flaw MLIST www.openwall.com

[SECURITY] Fedora 23 Update: xfsprogs-3.2.4-1.fc23 FEDORA lists.fedoraproject.org

oss-security - Re: CVE-2012-2150 xfsprogs: xfs_metadump information disclosure flaw MLIST www.openwall.com

[SECURITY] Fedora 22 Update: xfsprogs-3.2.2-2.fc22 FEDORA lists.fedoraproject.org

Bug 817696 – CVE-2012-2150 xfsprogs: xfs_metadump information disclosure flaw CONFIRM bugzilla.redhat.com

xfsprogs Package CVE-2012-2150 Local Information Disclosure Vulnerability BID www.securityfocus.com

[ANNOUNCE] xfsprogs: v3.2.4 released MLIST oss.sgi.com

openSUSE-SU-2016:0018-1: moderate: Security update for xfsprogs SUSE lists.opensuse.org

openSUSE-SU-2015:1429-1: moderate: Security update for xfsprogs SUSE lists.opensuse.org

Oracle Linux Bulletin - October 2015 CONFIRM www.oracle.com

[SECURITY] Fedora 21 Update: xfsprogs-3.2.2-2.fc21 FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://lists.fedoraproject.org/pipermail/package-announce/2015-August/164180.html
http://www.openwall.com/lists/oss-security/2015/07/30/3
http://lists.fedoraproject.org/pipermail/package-announce/2015-August/163690.html
https://bugzilla.redhat.com/show_bug.cgi?id=817696
http://www.securityfocus.com/bid/76013
http://oss.sgi.com/pipermail/xfs/2015-July/042726.html
http://lists.opensuse.org/opensuse-updates/2016-01/msg00007.html
http://lists.opensuse.org/opensuse-updates/2015-08/msg00027.html
http://www.oracle.com/technetwork/topics/security/linuxbulletinoct2015-2719645.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-August/164189.html
https://www.cve.org/CVERecord?id=CVE-2012-2150
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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