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Certain versions of Power Hardware Management Console Firmware
from Ibm contain the following vulnerability:

IBM Power Hardware Management Console (HMC) 7R3.5.0 before
SP4, 7R7.1.0 and 7R7.2.0 before 7R7.2.0 SP3, and 7R7.3.0 before
SP2, and Systems Director Management Console (SDMC) 6R7.3.0
before SP2, does not properly restrict the VIOS viosrvcmd command,
which allows local users to gain privileges via vectors involving a (1) $

(dollar sign) or (2) & (ampersand) character.

CVSS2 Score: 7.2 - HIGH
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CVE References

Description Tags Link

IBM notice:
The page
you
requested
cannot be
displayed

www.ibm.com

text/html

Inactive Link Not Archived

 AIXAPAR MB03548

IBM Blogs Vendor Advisory

www.ibm.com

text/html

 CONFIRM
www.ibm.com/connections/blogs/PSIRT/entry/security_bulletin_power_hmc_viosrvcmd_command_allows_elevated_privilege_on_vios_cve_2012_218825

IBM X-
Force
Exchange

exchange.xforce.ibmcloud.com

text/html

 XF ibm-hmc-viosvrcmd-priv-escalation(75906)

CVE-2012-2188 has been assigned by  psirt@us.ibm.com to track the vulnerability
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 AIXAPAR MB03550
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you
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www.ibm.com

text/html

Inactive Link Not Archived

 AIXAPAR MB03554
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you
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www.ibm.com

text/html

Inactive Link Not Archived

 AIXAPAR MB03580

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Ibm Power Hardware Management Console Firmware 7r3.5.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r7.1.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r7.2.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r7.3.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r3.5.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r7.1.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r7.2.0 All All All

Operating
System

Ibm Power Hardware Management Console Firmware 7r7.3.0 All All All

Operating
System

Ibm Systems Director Management Console Firmware 6r7.3.0 All All All

Operating
System

Ibm Systems Director Management Console Firmware 6r7.3.0 All All All
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No vendor comments have been submitted for this CVE
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