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Summary

CVE CVE-2012-2191

State PUBLIC

Assigner psirt@us.ibm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-08 10:26:00 UTC

Updated 2017-08-29 01:31:00 UTC

Description IBM Global Security Kit (aka GSKit) before 8.0.14.22, as used in IBM Rational Directory Server, IBM Tivoli Directory Server, and other products, does not properly validate data during execution of a protection mechanism against the Vaudenay SSL CBC timing attack, which allows remote attackers to cause a denial of service (application crash) via crafted values in the TLS Record Layer, a different vulnerability than CVE-2012-2333.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Global Security Kit 7.0.4.28 All All All

Application Ibm Global Security Kit 7.0.4.29 All All All

Application Ibm Global Security Kit 7.0.4.28 All All All

Application Ibm Global Security Kit 7.0.4.29 All All All

Application Ibm Global Security Kit All All All All

Application Ibm Rational Directory Server All All All All

Application Ibm Rational Directory Server All All All All

Application Ibm Tivoli Directory Server All All All All

Application Ibm Tivoli Directory Server All All All All

References

Reference

IBM IV31980: SYSROUTE OF IV31971:GSKIT SSL/TLS RECORD LENGTH VULNERABILITY INTIVOLI ACCESS MANAGER FOR E-BUSINESS (CVE-2012-2191) - United States

IBM IV31981: SYSROUTE OF IV31971:GSKIT SSL/TLS RECORD LENGTH VULNERABILITY IN TIVOLI ACCESS MANAGER FOR E-BUSINESS (CVE-2012-2191) - United States

Security Advisory SA51279 - IBM Tivoli Access Manager for e-business GSKIT Vulnerabilities - Secunia

IBM Multiple Products Global Security Toolkit Security Vulnerabilities

IBM Security Bulletin: Multiple vulnerabilities in Rational Directory Server (CVE-2012-2203, CVE-2012-2191) - United States
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IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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