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CVE CVE-2012-2208
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2012-08-14 22:55:00 UTC
Updated 2017-08-29 01:31:00 UTC
Description Directory traversal vulnerability in upgrade.php in Piwigo before 2.3.4 allows remote attackers to include and execute arbitr:

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Piwigo Piwigo All All All All

Reference Source Link Tags

Piwigo 2.3.4 Release Notes | piwigo.org CONFIRM piwigo.org

Piwigo 2.3.4 | Piwigo.org CONFIRM piwigo.org

Piwigo Multiple Cross Site Scripting and Directory Traversal Vulnerabilites BID www.securityfocus.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Piwigo 2.3.3 Multiple Vulnerabilities EXPLOIT-DB  www.exploit-db.com Exploit

File Not Found MISC www.htbridge.com

About Secunia Research | Flexera SECUNIA secunia.com Vendor Adviso
20120425 Multiple vulnerabilities in Piwigo BUGTRAQ archives.neohapsis.com Exploit
0002607: Piwigo Security Vulnerabilities Notification - Mantis CONFIRM piwigo.org

CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, anal
a l

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2012-2208/mitre
https://cve.report/CVE-2012-2208/nist
https://cve.report/CVE-2012-2208/cve_org
https://cve.report/api/cve/CVE-2012-2208.json
https://cve.report/CVE-2012-2208.pdf
http://cve.report/vendor/piwigo
http://cve.report/software/piwigo/piwigo
http://piwigo.org/releases/2.3.4
http://piwigo.org/forum/viewtopic.php?id=19173
http://www.securityfocus.com/bid/53245
https://exchange.xforce.ibmcloud.com/vulnerabilities/75185
http://www.exploit-db.com/exploits/18782
https://www.htbridge.com/advisory/HTB23085
http://secunia.com/advisories/48903
http://archives.neohapsis.com/archives/bugtraq/2012-04/0196.html
http://piwigo.org/bugs/view.php?id=2607
https://www.cve.org/CVERecord?id=CVE-2012-2208
https://nvd.nist.gov/vuln/detail/CVE-2012-2208

There are currently no legacy QID mappings associated with this CVE.
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